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UserGate SWG

LLInto3 Be6-6e30nacHOCTH KOpnopaTUBHOIO KjlaCCa

UserGate Secure Web Gateway (uUSWG) —

3TO CMeunanmM3MpoBaHHbIN L3 418 pacmndpoBanHmsa 1 rnybokon dunstpaumm
BeO-Tpadmka. uSWG nomoraeT KOHTPONMPOBAaTb OCTYMN COTPYOAHMKOB K BEO-pecypcam
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N pasrpyxaeT MexceTeBble 3KpaHbl CeAyYIOLLEro MOKOIeHNs OT 3aa4 KOHTEHTHON GUNbTPaLLMK.
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OULLMHIOBbLIX CaNTOB
B lEHb NOSABNAIOCH
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POCT YMcna yTeyek
B GMHAHCOBOM
cekTope B PO
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51,7%

Kakue 3apgauu pewiaet uSWG

YnpaBnsemblit KOHTPO/Ib
Beb6-gocTyna

3a0aéT NoHATHbIE NpaBuna
«KOMY YTO MOXHO> MO POSIAM,
OoTOEenaM 1 pecypcam, No3Bonss
He MorpyaTbCsa B XaoC
NHOMBNOYaNbHbIX UCKTHOYEHNIA

W

BesonacHbi gocTyn
B UHTEPHET

CHWXaeT pucK 3apaxeHns

N ULLINHIa 3a CHET NPOBEPKMU
HTTPS-Tpaduka, 6noknpoBKkn
BPEeOOHOCHbIX CalnToB

N 3019111 OMACHbIX PECYPCOB

MonHaga kapTuHa
Be6-aKTUBHOCTU COTPYOQHUKOB

Mo3BoONSET YBUOETD, KAKUMU
cariTaMu 1 cepBMCaMu Mosb3yroTCs
COTPYAHWKM, 4TOBbI BbICTPO
3amMeyaTb aHoOManuu

CHMXXeHne Harpy3sku
Ha MeXceTeBoM aKpaH

BoicBoboxgaeT pecypcbl NGFW,
6eps Ha cebs pyHKLUN
SSL-MHCNEeKUMU U KOHTEHTHOW
dunbTpaumnm

MpepoTBpalleHne ytTeyek
Yepes Beb-kaHan

[1aéT BOBMOXHOCTb
nepeHanpasnaTb Tpaduk B DLP,
necoyYHunubl 1 gpyrne C3U

1 6/10KMPOBAaTb MOO03PUTENBHYIO
nepegavy gaHHbIX

CooTtBeTcTBUE
Tpe6oBaHMSIM pPerynsaTopoB

lMomMoraeT 3aKpblTb HOPMAaTUBHbIE
N BHYyTpeHHMe TpeboBaHs

Mo KOHTPOSO MHTEPHET-A0CTYNa,
OTYETHOCTU U UCMOMb30BAHMIO
3aMpeLLEHHbIX KaTeropuii KOHTEHTa

"https://www.anti-malware.ru/news/2026-01-29-111332/48867
2 https://www.anti-malware.ru/news/2025-09-02-111332/47185
® https://www.infowatch.ru/analytics/analitika/otchet-ob-utechkakh-dannykh-v-finansovoy-otrasli-za-tri-goda
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= USWG paboTaeT kak MOCPeAHMK MeXay NMonb30BaTENSIMN U UHTEPHETOM:
npuHumaet Becb HTTP/HTTPS-Tpaduk, npy Heo6XoanMoCTh paclundpoBbIiBaET €ro,
MPOroHsET Yepes LLeNnoYyKy NPOBEPOK 1 TOSIbKO 3aTeM pa3peLlaeT uin 61okKMpyeT 4OCTYnN

= [logaepXunBaeT NPAMom, 06paTHbIN, ABHbI 1N MPO3pPaYvHbI NPOKCU-PEXMMBI, KaCKaaHbIA NPOKCH,
paboTy Co cnmMcKkaMm PerynaTopoB M COBCTBEHHBIMIU CAMCKaAMM 3aKasumnka

= ineHTudumKaLums n ayTeHTUdurKaumsa nons3oBatenei ctpoutes vyepes IP/MAC/VLAN, areHTsl, a Takxe
nmHTerpaumnto ¢ AD/ALD Pro/LDAP/FreelPA n npotokonbl RADIUS, TACACS+, NTLM/Kerberos, SAML,
HTTP Basic, MFA (TOTP/SMS/Email)

= [1n9 KPYMHbIX BHEAPEHUI 1 pacnpeneéHHbIX ceTel NOAAEPXKNBAETCA OTKA30yCTONYMBas
apxuTekTypa Active-Passive (0o 4 yanos) ¢ VRRP, GARP, LACP n pesepBnpoBaHMeM KaHanoB
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CunbHag Be6-punbTpaums n aHanm3 KOHTEHTa

CobcTBeHHbIN kaTeropuaatop ¢ 173 mnH URL

1 88 kateropusamn, DNS-dunstpaums, Mopdonormyeckmia
aHanus n KoHTponb MIME-TnnoB ans ynpasnenus
OOCTYMOM U CHUXEHMS YnCa NOXHbIX cpabaTbiBaHWI

FOTOBHOCTb K KPYMHbIM BHEAPEHUAM

Mopnepxka knactepoB Active-Passive (0o 4 yanos),
MacluTabupoBaHue Yepes MNAK 1 BUpTyasnbHble
YCTPOWCTBa, Moaaep>kka MonynsipHbix 6anaHCMPOBLLMKOB,
a TakXXe BblCOKOMpPom3BoanTenbHasa SSL-nHcnekums

My6okasa SSL-nHcnekuus

uSWG paclumnoposbiBaeT HTTPS-Tpaduk, nooaepxmsaeT
coBpeMeHHble Bepcun TLS, BbIGOPOYHYO GUAbTPaLIMIO
no SNI/Subject Name 1 npnmMeHeHme NonnTrK
6e30MacHOCTM K 3aLLndPOBaHHOMY TPadUKy

MNHTerpauumsa c AHpekc.bpaysepom

uSWG nopgaepxnBaeT paboTy Yepes 3alMLLEHHDbIN
AHpekc.bpaysep kak N30nMpoBaHHYO Cpeay, B KOTOPOW
OTKPbIBAKOTCA NOTEHLMANBbHO OMNACHbIEe CalTbl, — TaK
nosb3oBaTe b BUOUT TOSbKO 6e30MnacHbI peaynbtaTt
paboThl

Moppepyxka MAK 1 poccuUCKOro «xenesa»

uSWG gocTyneH Ha annapaTHbIX nnaTtopmax
UserGate E1000, E3000 1 F8000, BHECEHHbIX
B peecTpbl MHnpomTopra Poccum

MNHTerpauumsa B Ub-akocuctemy sakasvmka

NHTepdeiicol ICAP, Syslog, SNMP, SPAN
M oTKpbITbIM APl no3BonsoT MHTerpnposaTb USWG
¢ DLP, anTnBMpycamm, necovHmuamm n SIEM

OTnpaBuTb 3anpoc
Ha nunoT USWG
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KoHTakTHas nHpopmaums: MonesHble pecypcbl UserGate:

TenegoH: 8 800 500-40-32 @ a 0
KnuenTam: sales@usergate.com

MapTHepaM: partner@usergate.com

MapkeTuHr: marketing@usergate.com



https://usergate.com
https://t.me/usergatenews
https://rutube.ru/channel/24630896/
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