Jil"UserGate
SN N\

+

UserGate

NGFW F8010

AnNnapaTHbIV MEXCETEBOU 3KPaH
CNeayroLLLEero NoOKOIEHUS

)
.
2/




Jii" UserGate / 1 \

® KpynHble opraHusaumu n 1O,

UserGate
NGFW F8010

AnnapaTHbin
MeXXCeTEeBOU 3KpaH
cnepyowero NoKoneHus

UserGate NGFW F8010 — annapaTHbIi

MEXCETEBOM 9KpaH CneaytoLLero nokoneHms

019 3aLLNTbl KPYMHbIX opranusaumi n LIOO.

YcTponcTteo cepTudunumposaHo PCTOK
Poccun no 4 ypoBHO goBepus,
TpeboBaHMaM K M3 no npodunto 3alnThbl
A, b, n [l 4-ro knacca 3aluTbl, a Takxe
kak COB ypoBHs ceTu 4-ro knacca 3awmTbl
(cepTudukat N2 3905).

AnnapaTHas nnatdopma F8O10 BHeceHa
B peecTpbl MHnpomMTopra Poccum:

B PEecTp POCCUNCKON NPOMbILLNEHHOM
npoaykuum (MMM 719, PPIM)

®m eJUHbIN peecTp POCCUNCKOM
Pagno3aNeKTPOHHON NPOoaYyKLUMM
(M 878, EPPPIT, P3IM)

OcHoBHble pyHKL U

@ KOHTpOﬂb COCTOSHUS ceccui

%H KoHTponb npunoxeHuin

@-E TpaHcnauma ceTeBbIX apecoB

@&7 MpenoTBpaLleHME BTOPXEHMI

@% KoHTeHTHas dunbTpaums

% MoeHTundurkauma nonb3oBaTenem

@ 3aluTa OT BUPYCOB, cnama, GULInHra
% HewndpoBaHme SSL

% LLIndpoBaHMe KaHana cBA3MK

ﬁ 3allLMLLEHHbIM yOoaneHHbI AOCTyn

& }
3awmTta ot DoS-aTak
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MpounsBoanTenbHOCTD
[apameTp 3HaveHuve
FW L3/L42, M6uT/c, Tpaduk UDP 1518 6ainTt 200 000
FW L3/L4, M6uT/c, Tpadumk EMIX 200 000
FW L3/L4, MaVKCVIMaJ'IbHoe KONMYEeCcTBO 350 000
HOBbIX CECCUI B CEKYHAY
FW L3V/L4, MaKCUMarnbHOe KONMYecTBO 24 000 000
ceccui gna npotokona TCP
FW L73, M6uTt/c, Tpaduk EMIX 90 000
FW L7, MaKCl/IvMaﬂbHoe KOMMYecTBO 260 000
HOBbIX CECCUI B CEKYHAY
FW L7 + IPS%, M6uT/c, Tpadunk EMIX 45000
FW L7 + IPS, r:AaKCMMaanoe KOMIM4ecTBO 220000
HOBbIX CECCUI B CeKyHAY
FW L7 + IPS + CF% M6uT/c, Tpaduk HTTP,

11000
pa3mep oteeTa 256 Kb
FW L7 + IPS + CF, M6uT/c,
Tpaduk HTTPS, pasmep oteeTa 256 KB, 8 000
TLSV1.2
NGFW (FW L7 + IPS + CF), MéuT/c, 5000

Tpaduk EMIX

" NamepeHuns npoeognnmcs Ha UserGate NGFW
Bepcun 7.3

2FW L3/L4 — mexceTeBOM aKpaH C KOHTPOEM
COCTOSIHNSI CecCcui

3 FW L7 — MexceTeBOM aKpaH C KOHTPOeM
COCTOSIHUSI CECCUIM N KOHTPONEM MPUNOXEHNI

4IPS — cucTtema obHapyxeHus
N NpenoTBPaLLEHNS BTOPXEHNIA

5 CF — KOHTeHTHasa ¢unbTpaums

|G—

Cneuudukauus
obopynoBaHusa

AnnapaTHas KOHPUrypauus

LleHTpanbHbIM Npoueccop

OI'IepaTl/IBHaFI namM4aTb

3anoMuHatoLee yCTPOMCTBO
MHTepderichl

RJ45 nns nepepaydv gaHHbIX

2 x CPU, 48 agep,
2,3-3,6 Ty,

8 xDDR4,16 T,
ECC,REG

1xSSD1Tb

8 wT. (8 c bypass)

SFP+ ons nepegaym gaHHbIX 4w
RJ45 nnga koHconn RS-232 1w
RJ45 nona IPMI 1w
USB 3.0 Type-A 2w,
VGA Twr.
[ononHuTenbHble CNoTbl ANs 6w

ycTaHoBku ceTeBbix kapT (NIC)
OnekTponuTaHue

KonnyectBo 610K0B NMUTaHMS

2 LIT., BCTPOEHHbIE

[opavas 3ameHa na
HanpsxeHue 220B
CeTb NuTaHus 100-240B
MoTpebnsemas MOLLHOCTb 850 Bt
OxnaxpeHne

BeHTunatopel 4 wr.
lopsvas 3ameHa HeT
Pasmepbl

labaputsl (LU x [ x B) 438 x 600 x 88 MM
Bec nnatdopmbl 26 kr

Bec noctaBku 32«kr
OkcnnyaTaunoHHbIe NapaMeTpbl

Temnepatypa 0-+40C°

BnaxHocTb Bo3ayxa

Konnyectso nonbsosatenein®

He 6onee 80 %

15000

8 OnpepnenseTcs No ycpeaHeHHOMY Npoduso
COTPYAHWKA M MOXET CU/IbHO BapbUPOBaTbLCS
B 3aBMCMMOCTM OT XapakTepa paboThbl
COTPYAHWNKOB 1 HACTPOEK XYPHAaIMpPOoBaHMS
UserGate NGFW
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¢YHKHMOHaﬂbeIe BO3MOXXHOCTHU

KoHTponb cocTosHus ceccuin (FW L3/L4)
KoHTponb npunoxeHun (FW L7)

TpaHcnAUmMa ceTeBbIX apecoB

(SNAT, DNAT, PAT)

MpepoTBpalleHne BTopxeHnn (IPS)
NoeHTndurkauma nonb3oBatenen (Identity FW)
3awmTa oT BMpPYCOB, cnama, duwmHra (NAV)
3awwmTta ot DoS-aTtak

HNewmndpoanHme SSL (HTTPS, SMTPS, POP3)
Mepepaya SSL (SSL forwarding)
LLIndposaHme kaHanos ceasm (S2S VPN):
IKEV1/L2TP, IKEV2 c cepTudmkaTom.
Anroputmebl: 3DES, AES 128, AES192, AES256
3awmuieHHbi yganeHHbi goctyn (RA VPN):
KEV1/I2TP, IKEV2 ¢ cepTudumkaTom;

IKEv2 + EAP-RADIUS.

Anroputmbl: 3DES, AES 128, AES192, AES256

KoHTeHTHas ¢unbTpaumvs

KaTeropmnsatop (230M URL, 88 kaTeropum)
Mpokcu: NpssMon, 06paTHbIN, MPO3PaYdHbIn,
aBHbIN, UpStream

DNS-odunbTpaums

Bnoknposka no GeolP

Captive Portal gng aBTopunsaunm

CeTeBble BO3MOXXHOCTHU

CraTuyeckas MapLpyTM3aLms
[dvHamMmmnyeckas MapLpyTn3aums:

OSPF, BGP, RIP, PIM

MapwpyTursauuns Ha ocHoBe nonuTuk (PBR)
BupTyanbHbii MapwpyTtmniatop (VRF)
PaBHonpaBHble MapwpyTbl (ECMP)
BbicTpasa nposepka goctynHocTn (BFD)
YnpasneHue Beb-kawmpoBaHmnem (WCCP)
HnHammnyeckas koHGUrypaums

xocTtoB (DHCP)

CermeHTaums n MacwtabupoBaHme:
VLAN, VXLAN

YnpaBneHune KkayecTBoM cepsuca (QoS)
Mopaepxka npoTtokona QUIC

LI.eHTpanwsoBaHHoe ynpaBeieHue

Management Center — oTgensHoe
pelleHne ans ynpasaeHns 3KOCUCTEMON
UserGate SUMMA
MynbTUTEHAHTHOCTb
OTKa30yCTOMYMBbLIN KNacTep
[Mbkas ponesas Mogenb

LLlabnoHbl n nonntmnkmn NbB
BKenopT/MMNOPT NOANTUK
JlornpoBaHne

YctaHoBka Ha BM nnn INMAK

10 000+ ycTponcTB

OTKa30yCTOMYMBOCTb

Active-Passive (2 Hoabl)
Active-Active (2, 3, 4 Hoabl)
C1HXpOHM3aLMsa ceccum
PesepBupoBaHue knactepa (VRRP)
CunHxpoHu3zaums ysnos (GARP)
ArpervpoBaHue kaHanos (LACP)
PesepBunpoBaHMe KaHana

MHTerpauyus

AD

LDAP

2FA

Syslog

ICAP
OTKkpbITbIN API

BapuaHTbl ycTaHOBKM

B paspbi (C 2-Ms nHTEPpHENCammn)
ABHbIN NPOKCK

Router-on-a-stick

[Mpo3payHbi MoCT L2
Mpo3payHbit MocT L3
BupTtyanbHo B paspbis (WCCP)
MOHUTOPUHI Mirror-nopTa
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CooTtBeTcTBME TPpeOOBaAHUAM
3akoHopatenbcTtea PO

Ceptudukar coorsetrcteusa ®CTIK Poccumn

Homep ceptudpukara: 3905
Hata Bbigaun: 26.03.2018
Cpok pencteuga: 26.03.2026

1. MopTBepXaaeT cooTBeTCTBME TpeboBaHUAM:

s KM3:Tvn A, B, n /1, 4 knacc 3awmThl
= K COB: ypoBeHb ceTu, 4 Knacc 3amThl
= M0 4 yPOBHIO JOBEPUS

2. Pa3pellaeT ncnosb3oBaTb B COCTaBeE:

= aBTOMaTM3MpoBaHHbIX cuctem (AC) oo knacca
sawmuieHHocTn 1

= 3Ha4YMMbIX 06bekToB KW | kaTeropum

= MHPOPMALMOHHbBIX CUCTEM NEPCOHASbHbIX
AaHHbIX (MCIOHRH) 1 ypOoBHS 3aLMLLLEHHOCTU

= FOCYOaPCTBEHHbIX MHOOPMALIMOHHbBIX CUCTEM
(FMC) 1 knacca 3aLlULLLEHHOCTH

= aBTOMAaTU3MPOBAHHbIX CUCTEM YNpPaBeHNs
TexHonorunyecknmu npotrieccamm (ACY TT11) 1
Knacca 3alULLLEHHOCTH

= MHPOPMALMOHHbIX CUCTEM 0BLLEero
nonb3oBaHuga (MCOMM) Il knacca

[eknapauum o CooTBETCTBUMN Tp66OBaHVI$|M
TeXHU4YeCKux periamMmeHToB:

s TP TC004/2011 «O 6esonacHoOCTU
HW3KOBOJIbTHOrO 060pPYyA0BaHMI»

= TP TC020/2011 «9nekTpoMarHmTHas
COBMECTUMOCTb TEXHNYECKUX CPEACTBY

= TPEABC 037/2016 «O6 orpaHnyeHmnm
NPUMEHEHNS OMAaCHbIX BELLLECTB B U3AENUSX
9NEKTPOTEXHUKN 1 PagNO3NEKTPOHNKIM»

|G—

Peectp MunHuuopbl Poccum

3anucb o npoaykunm UserGate B peecTpe
MuHuMbpbl Poccnn noaTeepXaaeT, 4To
nporpamMmHoe obecneyeHmne co3gaHo

Ha TeppuTopumn Poccuinckom Oepepaunm
N NPUHAANEXUT POCCUNCKOMY
npaBoobnagatento.

[MporpaMmmMHoe obecneyeHme, He
BK/IHOMEHHOE B peecTp MuHumndpbl
Poccuu, 3anpelleHo gonyckaTb

K 3aKyrnKam AN rocygapCTBEHHbIX

N MYHULMNANbHbIX HYXA, a TakxXe ANns
3Ha4MMbIx ob6bekToB KNI,

Peectp MuHnpomTopra Poccumn

Homep B peecTpe poCCUIMCKOWM
NPOMBbILLIEHHOW NPOAYKLMM
(MM 719) n peecTpe pOCCUNCKOM
PagnoaNeKTPOHHOM NpoayKLMM
(Mr878) — 10587274.
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HononHuTenbHbie
noanucku

Security Updates (SU)

= O6HoBneHme MNO
= O6HoBneHue 6a3 IPS (curHaTypsbl aTak)
= O6HoBneHme 6a3 FW L7
(curHaTypbl MPUIOXEHNIN)
= CTaHOapTHbIM NakeT TEXHNYECKON
noaaepxkm

B 6a3oByto nmnueH3uno UserGate NGFW
BK/ItOMEHa rogoBas nognmcka Ha SU.
MpoaneHne Nnognncknm NPonNcxoamT

Ha nMaTHOW OCHOBE.

Advanced Threat Protection (ATP)*

= [ny6okni aHanns KoHTeHTa (DCI)
= QunbTpauma No KaTeropmam
= [lognuncka Ha cnnckn PockoMHag3opa
n MuHucTepcTBa tocTuumnm PO
= YepHble v Benble cnnuckmn
= [lognucka Ha Mopdonormnveckme 6asbl
= ABTOMaTM4eckoe 06HOBMEHME NOAMNCOK
= bnokunposka peknambl (AdBlock)
= KoHTponb 3a counanbHbIMmn CETAMM

*Heobxoaonma akTMBHaga noanmncka Ha SU

Cluster

BeccpouHasa nognucka Ha paboTty
UserGate NGFW B pexunme «knactep.

Stream Antivirus*

= COOCTBEHHbI CUIrHATYPHbIN aHTUBMPYC
UserGate

= OkcnepTtmnsa ot UserGate n CTOPOHHMX
NCTOYHNKOB

= AHTUBMpPYC paboTaeT noka akTUBHA
nognucka

* Heobxogmma akTuBHag nognucka Ha SU

Mail Security*

[MpoBepka NoYTOBOro Tpaduka
C NOMOLLIbo Moayna aHTUcnamMa UserGate

* Heobxogmma akTuBHag nognucka Ha SU

DD DDDN
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MNepepHss
naHesnb

3agHsas
naHenb

F1

F2
F3
F4

F5
F6
F7

Reset
HonkaTop
2x USB 3.0

MopT RJ-45 GbE mogyns
yoaneHHoro ynpasneHus IPMI

MopTbl RJ-45
MopTbl SFP+

6 cBOOOAHbIX CNOTOB
014 CeTEBbIX KapT

CoBmMecTuMmble ceTeBble kKapTbl (NIC)

8xRJ45176ut/c

4 x SFP1T6ut/c

4 x SFP+ 10 éut/c

4 x SFP+ 10 'éuTt/c (4 c bypass)
2 x SFP28 25 M6ut/c

2 X QSFP 40 Iréut/c

2 x QSFP 100 buT/c

R1

R2
R3
R4
R5
R6

4 X BEHTUNATOP OXNaXaeHns

VGA

Bkn./BbIk.

Alarm off

3asemneHune

2 x 6noK NUTaHKUs (C ropsayen 3aMmeHon)
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CnpaBka o napameTpax
YCTPOUCTBA

AnnapaTHas nnatdopma UserGate F8010
COOTBETCTBYET TEXHNYECKMM YCIOBUAM
PTN®.465235.037 1 npencrtasngeT cobomn
TEXHNYEeCKoe CPeACTBO, MPUMEHsEMOE

B CETSX CBA3M, Ha Ba3e KOTOporo peanmayeTcs
NporpaMMHO-annapaTHbIA KOMMIEKC:

= C QYHKLMAMN KOHTPONS 1 GUAbTpaLmm
B COOTBETCTBWM C 3aflaHHbIMW NpaBuiamMm
NPOXOAsALLMNX Yepe3 HEro NHOOPMALMOHHbBIX
NOTOKOB

= C PYHKUMAMM N0 OBHaApYyXeHUIO
N NPEeAOTBPALLEHNIO BTOPXEH NI

= MCMNONb3yeMbll B Lensix obecneyeHuns

HerVII'ITOI'pa(I)VI‘-IeCKl/IMVI METOdaMUn 3alNTbl

NHbOPMaLIMM OrPaHNYEHHOIO AOCTYNa

MIHTepdenc ycTponcTBa COOTBETCTBYET
ctaHpapTam: IEEE 802.3, IEEE 802.3u, IEEE
802.3ab.

KomMmnnekT
nocTaBKU

MNAK UserGate F8010
KoHconbHbIN kKabenb

Kabenb nutaHus

KomnnekT penbc ans yCTaHOBKM
B CTOMKY (2 HanpaBnatoLnX,
BMHTbI A419 YCTAaHOBKM

B CTOMKY — 34 wrT,,

KPIOYKM — 2 LWIT.)

B3aTb Ha TecT
UserGate NGFW

1WwT.
1 WwT.
2 WT.

1 WwT.

KoHTakTHas nnpopmauus:

TenedoH: 8 (800) 500 4032
KnueHTtam: sales@usergate.ru
MapTHepaMm: partner@usergate.ru
MapkeTuHr: marketing@usergate.ru

© 2025 O0O0 «kO3zeprenTt»
Bce npaBa 3aLuuLLeHbl

MonesHbie pecypcobl o UserGate:

usergate.com/ru
t.me/usergatenews
rutube.ru/channel/24630896/
vk.com/usergaterus
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