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UserGate NGFW E1000 — annapaTHbii

MEXCEeTEBOM aKpaH CeayoL,ero NoKoeHns

0119 3aLLNTbl KPYMHbIX opranusauui n LIOO.

YcTtpouncTso ceptudmumpoaHo GCTIK
Poccumn no 4 ypoBHO foBepus,
TpeboBaHMsaM K M3 no npodunio 3amThbl
A, B, n [l 4-ro knacca 3aluThbl, a Takxe
kak COB ypoBHs ceTu 4-ro knacca 3aumTbl
(ceptudukat N2 3905).

AnnapaTHas nnatdopma E1000 BHeceHa
B peecTpbl MuHNpoMTOpra Poccuu:

B pEeecTp POCCUMNCKON NPOMbILLNEHHOM
npoaykuum (MM 719, PPIM)

m e[VHbIA PEECTP POCCUNCKON
Paano3NeKTPOHHOM NPOoaYKLNN
(M 878, EPPPI1, POIT)

OCHOBHbIe pyHKLMMU

@ KoHTponb cocTosHMa ceccuii

IFQH KoHTpOnb NpunoxeHuin

@—E TpaHcnsauma ceTeBbiX aapecos

% MpenoTBpalleHMe BTOPXEHMI

@% KoHTeHTHas dpunbTpaumns

ﬁz; NoeHTndurkaums nonb3oBaTenemn

@ 3awmTa oT BMpPYCOB, CNama, dULIMHrra
% HewmndpoBaHme SSL

% LLIndpoBaHme KaHana cBsA3MK

ﬁ 3alMLLEHHDbIN yOaneHHbIM OCTynN

\& )
3awmTta oT DoS-aTak




Jil" UserGate

MpounsBoanTenbHOCTDL

[apameTp 3HayeHune
FW L3/L42, M6uT/c, Tpaduk UDP 1518 GainT 35000
FW L3/L4, M6uT/c, Tpaduk EMIX 35000
FW L3/L4, Malkcmmaanoe KONN4ecTBo 110 000
HOBbIX CECCUI B CeKyHAY
FW L3{L4, MaKCUMasbHOe KOIM4ecTBO 12 000 000
ceccui ana npotokona TCP
FW L73, M6uTt/c, Tpaduk EMIX 12 000
FW L7, MaKCIAVMaﬂbHoe KONMM4YecTBO 33000
HOBbIX CECCUI B CeKyHAY
FW L7 + IPS*, M6uT/c, Tpaduk EMIX 3500
FW L7 + IPS, li/IaKCI/IMaJ'IbHoe KOMIMYecTBO 20 000
HOBbIX CECCUI B CEKYHAY
FW L7 + IPS + CF%, M6uT/c, Tpaduk HTTP,

2000
pa3mep oteeTa 256 Kb
FW L7 + IPS + CF, M6uT/c,
Tpaduk HTTPS, paamep otBeTa 256 Kb, 1800
TLSv1.2
NGFW (FW L7 + IPS + CF), MéuT/c, 700

Tpaduk EMIX

| —

Cneuudukaums
obopynoBaHus

AnnapaTHas KOHPUrypaumns

1x CPU, 8 9apa,

LleHTpanbHbIM NpoLeccop 38-42My

OnepaTuBHas NamsTb 4 xDDR4,8Tb,ECC

3anomMuHatoLLee yCTPONCTBO 2xSSD1TB, RAID 1
NHTepdenci

RJ45 ons nepepayvn gaHHbIX 8 wr. (4 napol ¢ bypass)

SFP ons nepefayun faHHbIX HeT

RJ45 ons koHconn RS-232 TwT
RJ45 nona IPMI 1WT.
USB 2.0 Type-A 2 Wwr.
VGA TwT

[ononHuTenbHble CNOTbl ANd 3wt
ycTaHoBkuM ceTeBbix kapT (NIC) '
OnekTponuTaHue

KonunyecTtBo 610KOB NTaHMA 2 LWT., BCTPOEHHbIE

lopsiyas 3aMeHa na
HanpsaxeHne 220B
CeTb nuTaHus 100-240B
MoTpebnsemas MOLLHOCTb 300 BT
OxnaxpaeHue

BeHTunatopsl 4 wr.
lopsyas 3ameHa HeT

Pasmepbi

labaputsl (LU x 1 x B)

438 x 580 x 44 mm

" NamepeHnsa nposoannmch Ha UserGate NGFW
Bepcun 7.3

2FW L3/L4 — MexceTeBOW aKpaH C KOHTPOIeM
COCTOSIHNSI CecCcui

3 FW L7 — MexceTeBOM akpaH C KOHTPOeM
COCTOSIHUSI CECCUIN W KOHTPONEM MPUNOXEHNI

4IPS — cucTeMa obHapyxeHUs
M NPeaoTBPAaLLEHMS BTOPXXEHUI

5 CF — KoHTeHTHas ¢unbTpaums

Bec nnatdopmbl 10,5 kr
Bec nocTaeku 18,6 kr
JKcnnyaTaunoHHbIE MapaMeTpbl

Temnepatypa 0-+40C°

BnaxHocTb Bo3ayxa He 6onee 80 %

KonunuecTtso nonbsosaTenen® 1000

8 OnpepenseTcsd No yCpeaHeHHOMY NMpopusIo
COTPYOHMKA N MOXET CUIbHO BapPbUPOBAaTbLCS
B 3aBMCUMOCTW OT XapakTepa paboTbl
COTPYAHWKOB 1 HACTPOEK XYPHaIMpoBaHMs
UserGate NGFW
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¢YHKHMOHaﬂbeIe BO3MOXXHOCTU

KoHTponb cocToanumsa ceccum (FW L3/L4)
KoHTponb npunoxeHun (FW L7)

TpaHcnsauma ceTeBbiX aapecos

(SNAT, DNAT, PAT)

MpepoTBpalleHne BTopxeHnn (IPS)
NaoeHTndukaums nonblosaTtenen (Identity FW)
3alwmTa oT BUPYCOB, cnama, duwmHra (NAV)
3awmTa or DoS-aTak

Hewndposanme SSL (HTTPS, SMTPS, POP3)
Mepepaya SSL (SSL forwarding)
LLIndppoBaHme kaHanos cBsa3n (S2S VPN):
IKEV1/L2TP, IKEV2 c cepTudmkaTom.
Anroputmbl: 3DES, AES 128, AES192, AES256
3awmiieHHbIn yoaneHHbi goctyn (RA VPN):
KEV1/I2TP, IKEV2 ¢ cepTudmkaTom;

IKEv2 + EAP-RADIUS.

Anroputmebl: 3DES, AES 128, AES192, AES256

KoHTeHTHaa punbTpaums

KaTeropmnsatop (230M URL, 88 kaTeropui)
Mpokcu: NpsmMor, 06paTHbIN, MPO3PayHbIN,
aBHbIM, UpStream

DNS-dunsTpaums

Bnoknposka no GeolP

Captive Portal ons aBTopu3zaumm

CeTeBble BO3MOXXHOCTHU

CraTuyeckas MapLpyTM3aLms
[HamMmyeckas MapLIpyTU3aums:

OSPF, BGP, RIP, PIM

MapwpyTunsaumns Ha ocHoBe nonuTuk (PBR)
BupTyanbHbii MapwpyTtnsatop (VRF)
PaBHonpaBHble MapLpyTbl (ECMP)
BbicTpasa nposepka goctynHocTm (BFD)
YnpaBneHune Beb-kawmnposaHnem (WCCP)
HuHamuyeckas koHpurypaumsa xoctos (DHCP)
CermeHTaums n MacwtabupoBaHme:

VLAN, VXLAN

YnpaBneHune KkayecTBoM cepsuca (QoS)
Mopaepxka npotokona QUIC

LleHTpanusoBaHHOe yrnpaBfeHue

Management Center — oToenbHoe
pelleHne ans ynpaBieHns 3KoOCUCTEMOM
UserGate SUMMA
MynbTUTEHAHTHOCTb
OTKa30yCTOMNYMBbLIN KacTep
Mbkasa ponesas Moaesb

LLlabnonbl n nonutukmn Nb
SKCNopT/MMNOPT NOMUTUK
JlornposaHue

YcTtaHoBka Ha BM mnum MAK

10 000+ ycTponcTB

OTKa30yCTOM4YNBOCTb

Active-Passive (2 Hoapl)
Active-Active (2, 3, 4 Hofabl)
CnHXpOHM3aLMsa ceccum
PesepsupoBaHue knactepa (VRRP)
CunHxpoHu3zaums y3nos (GARP)
ArperunpoBaHue kaHanos (LACP)
PesepBunpoBaHmMe KaHana

UHTerpauus

AD

LDAP

2FA

Syslog

ICAP
OTKpbITbIN API

BapuaHTbl yCTaHOBKM

B paspoiB (c 2-M4a MHTepdencamm)
ABHbIN NPOKCKH

Router-on-a-stick

Mpo3payHbi MocT L2
Mpo3payHblin MocT L3
BupTtyanbHo B pa3pbis (WCCP)
MOHUTOPUHI Mirror-nopTa
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CooTtBeTcTBME TPEeOOBAHUSAM
3akoHopaTenbcTea PO

Ceptudukar coorsetrcteua PCTIK Poccuun

Homep ceptudukara: 3905
HaTta Bbigaun: 26.03.2018
Cpok pencteusa: 26.03.2026

1

. MoaTBepxpaeT cooTBeTCTBME TPEOOBAHUAM:

K M3: Tun A, B, I n [1, 4 knacc 3awuThl
k COB: ypoBeHb ceTu, 4 Knacc 3alnTbl
no 4 ypoBHO ooBepUs

. Paspelwsaet ncnonb3osaTb B cOCcTaBe:

aBTOMaTn3npoBaHHbIX cnctem (AC)

00 KNnhacca 3awmueHHocTn 11

3HauYnMbIX 06bekToB KW | KaTeropumm
NHPOPMALMOHHbBIX CUCTEM NEPCOHASbHbIX
naHHbIX (MCIOHRH) 1 ypOoBHS 3aLMLLEHHOCTH
rocy0apCTBEHHbIX MHGOPMALMOHHbBIX CUCTEM
(F'MC) 1 knacca 3alULLLEHHOCTH
aBTOMAaTU3NPOBAHHbIX CUCTEM YNpPaBeHNs
TexHonornyecknmu npoueccamm (ACY TTI1)
1 knacca 3aWnLEHHOCTHU
NHPOPMALMOHHbIX CUCTEM 0OLLLEro
nonb3oBaHua (MCOIM) Il knacca

[eknapauum o cCoOoTBETCTBUMN TpeboBaHUAM
TEXHUYECKUX PErNTaMEHTOB:

TP TC 004/2011 «O 6e3omnacHOCTH
HW3KOBOJIbTHOro 060pYyA0BaHMA»

TP TC 020/2011 «OnekTpoMarH1uTHas
COBMECTUMOCTb TEXHNYECKMX CPEOCTB»

TP EASC 037/2016 «O6 orpaHuyeHun
NPUMEHEHNS OMAaCHbIX BELLLECTB B U3OENNNAX
9NEKTPOTEXHUKN U PagnNo3NeKTPOHNKIM»

Peectp MuHuunopbl Poccumn

3anucb o npoaykumm UserGate B peecTpe
MuHumdpbl Poccum noaTBepXaaeT, u4To
nporpamMmHoe obecneyeHmne co3gaHo

Ha TeppuTopum Poccuinckom Oepgepaunm
N NPUHaAANEXUT POCCUNCKOMY
npasoobnagaTento.

MporpaMmmMHoe obecneyveHue,

He BKJ1t0OYeHHOe B peecTp MnHUNpPbI
Poccuu, 3anpeLeHo gonyckaTb

K 3aKynkam 419 rocygapCTBEHHbIX

N MYHUUMNANbHBIX HYX, @ TakXe
ONs 3Ha4YMMbIxX o6bekToB KW,

Peectp MuHnpomtopra Poccuu

Homep B peecTpe poCcCUmnCcKowm
NPOMBbILLIEHHOW NPOAYKLMM
(MM 719) n peecTpe POCCUNCKOWM
PanMO31EKTPOHHOM MPOaYKLNM
(Mrn878) —10600414.
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ononHuTenbHble

noaornnMcCKu

Security Updates (SU) Stream Antivirus*

s O6HoBneHme MO s COOCTBEHHbBIV CUIrHATYPHbIN aHTUBMPYC

= O6HoBneHue 6a3 IPS (curHaTypbl aTak) UserGate

= O6HoBneHme 6a3 FW L7 = OkcnepTtmnsa oT UserGate 1 CTOPOHHMX
(curHaTypbl MPUIOXEHNI) NCTOYHMKOB

= CTaHOapTHbIM NaKeT TEXHNUYECKOM = AHTUMBMPYC paboTaeT Noka akTMBHa NognmMcka
noaaepxkm

B 6a3oByto nuueH3uno UserGate NGFW
BKJItOUMEHa rogoBas nognmcka Ha SU.
MpoaneHne NOANNCKN NponcxoamT

Ha naTHOW OCHOBE.

Advanced Threat Protection (ATP)* Mail Security*
= [nyb6okni aHanns koHTeHTa (DCI) lNpoBepkKa NOYTOBOro Tpadumka
= QunbTpaums No KaTeropmsam C NOMOLLbIO Moayna aHTucnama UserGate

= [lognucka Ha cnuckmn PockoMHagsopa

n MunHnctepcTBa tocTuumm PO
= YepHble 1 6enble cnnckmn
Moanucka Ha Mopdonormnyeckmne 6asbl
ABTOMaTM4YeCcKoe 0H6HOBNEHME NOAMMCOK
Brnokunposka peknambl (AdBlock)
KoHTponb 3a counanbHbiMmM CETAMM

Cluster

= beccpoyHaa nognuncka Ha paboTty UserGate

NGFW B pexunme «knacrtep». (

*Heobxoouma akTMBHag noanmcka Ha SU
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MNepepnHsas 3agHsas
naHesnb naHesb

® @

@O é

F1 WnonkaTtopsbl R1 3asemnenue

F2 OkpaH R2 Oteepctune ong peng-KoHTponiepa

F3 [laHenb ynpaBneHus R3 VGA

F4 RJ451T76ut/c ona IMPI R4 4 x BeHTMNATOPbI OXNaxaeHus

F5 RJ451T76uTt/c ana koHconn RS-232 R5 BkntoyeHue/BbiKtOYEeHNE NUTAHUS

F6 2xUSB 2.0 Type-A R6 BbikntoueHne 3ByKOBOro CUrHana

F7 8xRJ45116ut/c ong nepenayn R7 2 x 6noka nutaHud (c ropsyen 3amMeHon)
OaHHbIX (4 napbl ¢ bypass) /

F8 3 cBobogHbIx cnoTa ansg ceTeBbiX KapT

CoBmecTumble ceTeBblie kapTbl (NIC) \

8 xRJ451T6uUT/C

4 x SFP1T6ut/c

4 x SFP+ 10 éut/c

4 x SFP+ 10 '6uTt/c (2 napsbl ¢ bypass)
2 x SFP28 25 6uT/c /
2Xx QSFP 40 réut/c
2 X QSFP 100 IMéut/c
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CnpaBka o napameTpax
yCTpOMCTBA

AnnapaTHas nnatdopma UserGate E1000
COOTBETCTBYET TEXHNYECKMM YCIOBUAM
PTN®.465235.025 v npeacTtaBnsaet cobon
TEXHNYEeCKoe CPeACcTBO, MPUMEHSAEMOE B CETAX
CBSI3K, Ha Ha3e KOTOPOro peannsyeTcs
nporpaMMHO-annapaTHbIA KOMMIEKC:

= C QYHKLMAMN KOHTPONS 1 GUAbTpaLmm
B COOTBETCTBWM C 3afiaHHbIMW NpaBuiamMm
NPOXOoAsALLNX Yeped HEro MHGOPMaLLMOHHbIX
NOTOKOB

= C QYHKUMAMM MO OBHapYyXeHUIO
M NPEeAOTBPALLEHNIO BTOPXEH WM

= MCMONb3yeMbll B Lensix obecneyeHuns
HekpunTorpadnyeckMmMm MeTogamMm 3aLunThl
NHOPMaLMM OrpaHNYEHHOro 4oCTyNa

MHTepdenc ycTponcTBa COOTBETCTBYET
ctaHpapTam: IEEE 802.3, IEEE 802.3u, IEEE
802.3ab.

KomMmnnekT
nocTaBKU

MNAK UserGate E1000
KoHconbHbIN Kabenb

Kabenb nutaHus

KpenneHue B CTOMKY

(2 ywka, 6 BUHTOB)

KomMnnekT penbc Ans yCTaHOBKM
B CTOMKY (2 HanpaBAStoLWMX;
BMHTbI 419 YCTaHOBKM

B CTOMKY, 24 T.)

B3aTb Ha TecT
UserGate NGFW

1WwT.
1 WT.
2 WT.

1 WT.

T WwT.

KoHTakTHas nnpopmauus:

TenedoH: 8 (800) 500 4032
KnueHTtam: sales@usergate.ru
MapTHepaM: partner@usergate.ru
MapkeTuHr: marketing@usergate.ru

© 2025 000 «HO3eprenT»
Bce npaBa 3aLumiLeHbl

MonesHbie pecypcbl 0 UserGate:

usergate.com/ru
t.me/usergatenews
rutube.ru/channel/24630896/
vk.com/usergaterus




