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® KpynHble opraHusaumu n 1O

UserGate
DCFW E3010

AnnapaTHbin
MeXXCeTeBOU 3KpaH
cneayoLw,ero NoKoneHus

UserGate DCFW E3010 — annapaTHblit
MEXCETEBOW 3KpaH CNeayoLlero NoKoAeHns
019 3aLLNTbl KPYMHbIX opranusauui n LIOO.

YcTtpouncTeo ceptudmumpoaHo GCTIK
Poccumn no 4-My ypOoBHIO A0OBEPUS,
TpeboBaHMsgM K M3 no npodunio 3awmThbl
A wn [] 4-ro knacca 3aluTbl, a Takxe

kak COB ypoBHs ceTu 4-ro knacca 3aumTbl
(ceptndukat N2 3905).

AnnapaTHas nnatdopma E3010 BHeCEHa
B peecTpbl MuHnpoMTOopra Poccuu:

B pEeecTp POCCUMNCKON NPOMbILLNEHHOM
npoaykuum (MM N2 719, PPIIMT)

m e[VHbIA PEECTP POCCUNCKON
PaaNo3NeKTPOHHOM NPOoaYKLNN
(M Ne 878, EPPPIT, P3IMN)

OCHOBHbIe pyHKLMUN

@ KoHTponb cocTosiHMa ceccui

IFJH KoHTponb npuioxeHnn

@-E TpaHcnauma ceTeBbIX agpecos
@E MpepoTBpalleHNe BTOPXEHNM
ﬁ)& MoeHTundurkauma nonb3oBaTenem
% LLIndppoBaHme kaHana CBA3K

ﬁ 3alMLLEHHDbIN yOaneHHbIM OCTynM

3awuTa o1 DoS-aTak
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MponssBopnTENbHOCTD

| —

Cneuudukaums
obopynoBaHus

[TapameTp 3HaveHune
npw 100 TbiC.
npaBwus

FW L4", réut/c, Tpadmnk UDP 90

¢ pasmepom naketoB 1500 bant

FW L4, reut/c, 65

Tpadpuk EMIX

FW L4,

MakC1MasbHOE KOIMYeCTBO 350 000

HOBbIX ceccuii B cekyHay, CPS

FW L4,

MakC1MasbHOE KOIMYeCTBO 20000000

ceccui gnsa npotokona TCP

FW L72,T6ut/c, 3

Tpaduk EMIX

FW L7,

MakCHMasbHOe KOMYeCTBO 230000

HOBbIX ceccuii B cekyHay, CPS

FW L7 + IPS3, F6uT/c, 14

Tpaduk EMIX

FW L7 + IPS,

MakCHMasbHOe KOMYeCTBO 73000

HOBbIX ceccuii B cekyHay, CPS

AnnapaTHas KOHPUrypaumns

LleHTpanbHbIN NpoLueccop

1x CPU, 24 agpa,

2,85-4TTy,
OnepaTtnBHaa NamMsTb 8 xDDR4, 8T,

ECC, REG
3anoMuHatolLee yCTPOMCTBO 1xSSD1Tb
MHTepderichl

8w

RJ-45 ona nepenayn gaHHbIX

(4 napbl ¢ bypass)

SFP ons nepegayv gaHHbIX HeT

RJ-45 png koHconu RS-232 1w
RJ-45 png IPMI 1w
USB 3.0 Type-A 2 W,
VGA Twr.
[ononHuTenbHble CNoTbl ANs 3w

ycTaHoBku ceTeBbix kapT (NIC)
OnekTponuTaHue

KonnyectBo 610K0B NUTaHMS

2 LUT., BCTPOEHHbIE

[opavas 3ameHa na
HanpsxeHue 220B
CeTb NuTaHms 100-240B
MoTpebnsemas MOLLHOCTb 550 BT
OxnaxpgeHune

BeHTunatopel 5uwr.
[opsiyas 3ameHa HeT

Pasmepbl

labaputsl (LU x [ x B)

438 x 610 x 44 Mm

Bec nnatdopmbl 10,5 «kr
Bec noctasku 18,6 kr
OkcnnyaTaunoHHbIe NapaMeTpbl

Temnepatypa 0..+40°C

BnaxHocTb Bo3ayxa

Konnyectso nonbsosateneint

He 6onee 80%

5000

TFW L4 — MexceTeBOoM akpaH C KOHTpoNeM
COCTOSIHUSI Ceccui

2FW L7 — MeXCceTeBOM aKpaH C KOHTPONEM
COCTOSIHNSI CECCUIN U KOHTPOMEM MPUSTOXEHNIA

3 |PS — cucTemMa obHapyxeHus
N NPefoTBPAaLLEHNS BTOPXEHNIA

4 OnpepgenseTcs No ycpegHeHHoMY Npoduio
COTPYAHMKA M MOXET CU/IbHO BapbUpPOBaTbLCS
B 3aBMCMMOCTM OT XapakTepa paboThbl
COTPYAHWNKOB 1 HACTPOEK XYPHAaIMpPOoBaHNS
UserGate NGFW
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CDYHKLI,VIOHaﬂbeIe BO3MOXXHOCTU

KoHTponb cocToanusa ceccum (FW L3/L4)
KoHTponb npunoxexun (FW L7)
TpaHcnauma ceTeBbIX aApecoB

(SNAT, DNAT, PAT)

MpepoTBpalleHne BTopxeHnn (IPS)
MpoeHTudurkaumnsa nonb3osatenen (Identity FW)
3awumTta ot DoS-aTak

LLIndppoBaHme kaHanos cBsa3n (S2S VPN):
IKEV1/L2TP, IKEV2 c cepTudurkaTom
ANropuTMbl:

3DES, AES-128, AES-192, AES-256
3almueHHbIn yoaneHHbin goctyn (RA VPN):
IKEV1/L2TP, IKEV2 c cepTnudmkaTom,

IKEv2 + EAP-RADIUS

ANropuUTMbiI:

3DES, AES-128, AES-192, AES-256

CeTeBble BO3MOXHOCTU

CTtatnyeckaa MapLipyTmsaumns
[HamMmyeckas MapLIpyTn3aums:

OSPF, BGP, RIP, PIM

MapuwpyTursauuns Ha ocHoBe nonuTuk (PBR)
BupTyanbHbii mapwpyTtnsatop (VRF)
PaBHonpaBHble MapwpyTbl (ECMP)
BbeicTpasa nposepka goctynHocTm (BFD)
NnHamunyeckasa koHpurypaumsa xoctos (DHCP)
CermeHTaums n MaclwtabnpoBaHme:

VLAN, VXLAN

YnpasneHune kayecTBoM cepsuca (QoS)

LleHTpanusoBaHHOe yrnpaBfeHue

Management Center — oTaoenbHoe
pelleHne Ons ynpaBieHns 3KoOCUCTEMOM
UserGate SUMMA
MynbTUTEHAHTHOCTb
OTKa30yCTOMYMBbLIN KNacTep
Mbkasa ponesas Moaesb

LLlabnoHbl n nonutukmn Nb
SKCnopT/MMNOPT NOMUTUK
JlornposaHue

YcTtaHoBka Ha BM nnum MNMAK

10 000+ ycTponcTB

OTKa30yCTOMYMBOCTb

Active-Passive (2-4 Hoapl)
Active-Active (2-4 Hoap!)
CnHXpOHM3aLmMsa ceccum
PesepBupoBaHme knactepa (VRRP)
CunHxpoHu3zaums y3nos (GARP)
ArperuvpoBaHue kaHanos (LACP)
PesepBunpoBaHMe KaHana

MHTerpauus

AD

LDAP

2FA

Syslog
OTkpbITbI API

BapunaHTbl ycTaHOBKM

B pa3pbiB (Cc ABYMS MHTepdencamm)
Router-on-a-stick

Mpo3payHbit MocT L2
Mpo3payHblin MocT L3
MOHUTOPUHI Mirror-nopTa
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CooTtBeTcTBME TPEeOOBAHUSAM
3akoHopaTenbcTea PO

Ceptudukar coorsetrcteua PCTIK Poccuun

Homep ceptudukara: 3905
Hata Bbigauun: 26.03.2018
Cpok pencteusa: 26.03.2026

1. MogTBepXxpaeT cooTBeTCTBUE TpeboBaHUAM:
s KMO:Tvn Aun [, 4-1 knacc 3awmTbl
= kK COB: ypoBeHb ceTn, 4-1 K1acc 3aWmThl

no 4-My ypOBHIO OBEPUS

2. PaspewaeT ucnonb3oBaTtb B COCTaBe:

= aBTOMaTM3MpoBaHHbIX cuctem (AC)
00 KNnhacca 3awmueHHocTn 11

= 3Ha4MMbIx 06bekToB KWW | kaTeropum

= MHPOPMALMOHHbBIX CUCTEM NEPCOHASbHbIX
naHHbIX (MCMOH) 1-ro ypoBHS 3aLLMLLEHHOCTH

= FOCYOapCTBEHHbIX MHGOPMALMOHHbIX CUCTEM
(F'MC) 1-ro knacca 3aWULLEHHOCTH

= aBTOMAaTU3UPOBAHHbIX CUCTEM YNpPaBeHNs
TexHonornyecknmu npoueccamm (ACY TTI1)
1-ro knacca 3alnLLEHHOCTH

= MHPOPMALMOHHbIX CUCTEM 0OLLEro
nonb3oBaHua (MCOIM) Il knacca

Oeknapauum o cooTBeTCTBUMN TpeboBaHUAM
TEXHUYECKUX PErNaMeHTOB

s TP TC004/2011 «O 6e3onacHOCTH
HM3KOBO/IbTHOrO 060PYOOBaAHNSA»

s TP TC020/2011 «OnekTpomarHmTHas
COBMECTUMOCTb TEXHNYECKMX CPEaCTB»

= TP EA3C 037/2016 «O6 orpaHnyeHmnm
NPUMEHEHNS OMaCHbIX BELLLECTB B U3OENNNAX
ANEKTPOTEXHUKU N PaONO3NEKTPOHNKM

Peectp MuHuunopbl Poccumn

3anucb o npoaykumm UserGate B peecTpe
MuHundpbl Poccmnm noaTBepXaaeT, 4To
nporpamMmHoe obecneyeHmne co3gaHo

Ha TeppuTopum Poccuinckom Oepgepaunm
N NPUHAANEXUT POCCUNCKOMY
npasoobnagaTento.

MporpaMmmMHoe obecne4veHue,

He BKJ1t0OUYeHHOe B peecTp MnHUNPbI
Poccuu, 3anpeLLeHo gonyckaTb

K 3aKynKam 419 rocygapCTBEHHbIX

N MYHUUMNANbHbIX HYX [, @ TakXe
ONs 3Ha4YMMbIxX ob6bekToB KW,

Peectp MuHnpomtopra Poccuu

Homep B peecTpe pocCnmncKom
NPOMBbILLIEHHOW NPOAYKLMM

(M1 N2 719) n peecTpe poccunckom
PanMO31EKTPOHHOM MPOLYKLNM
(MrNe 878) —10600411.
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HononHuTtenbHble
noanucku

Security Update (SU)

s O6HoBneHme MO
= O6HoBneHue 6a3 IPS (curHaTypbl aTak)
= O6HoBneHme 6a3 FW L7
(curHaTypbl MPUIOXEHNI)
= CTaHOapTHbIM NakeT TEXHNYECKON
noaaepxkm

B 6a3oByto nuueH3uno UserGate NGFW
BKJItOMEHa rogoBas nognucka Ha SU.
MpoaneHne NOANNCKN NponcxoamT

Ha NMaTHOW OCHOBE.
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MNepepHsas 3agHsas
naHesnb naHesb

e s :

@é é||él®lé

F1 WnuaonkaTtopsbl R1 2 x 6noka nutaHua (c ropsyen 3ameHon)

F2 2xUSB 3.0 Type-A R2 BknoyeHune/BbIkNOYEHNE NMUTAHNS

F3 RJ-451T6ut/c ons mooyns R3 BbikntoveHMe 3ByKOBOIro cUrHana
yRanexHoro ynpasnexus IPMI R4 5 X BEHTUNATOPOB OXNaXaeHu s

F4 RJ-451T76wuTt/c ong koHconu RS-232

F5 VGA

F6 8 xnoptoBRJ-451T6ut/c ong nepenayn
OaHHbIX (4 napbl ¢ bypass)

F7 3 xcBobogHbix CoTa A4ns CeTeBbIX KapT

CoBmecTumble ceTeBblie KapTbl (NIC)

8 x RJ-451T6ut/c

4 x SFP1T6ut/c

4 x SFP+ 10 éut/c

4 x SFP+ 10 '6uTt/c (2 napsbl ¢ bypass)
2 x SFP28 25 6uTt/c

2xQSFP 40 réut/c

2 x QSFP 100 réwuTt/c
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CnpaBka 0 napameTtpax KomnnekT

YCTPOMUCTBA MOCTaBKMU

AnnapaTHas nnatdopma UserGate E3010 MAK UserGate E3010 Twr.

COOTBETCTBYET TEXHUYECKMM YCTOBUSM KoHconbHbIN kKabenb TwT

PTN®.465235.033 v npeactasnget cobou Kabenb nnutaHuns 2 WT.

TEXHNYECKOe CPEACTBO, MPUMEHSAEMOE B ceTax  KoMMieKkT KpenieHns B CTOMKY: Twr.

CBA3M, Ha 6ase KOToOpOoro peannayeTca KpenseHns 2 WT.

nporpaMmMHO-annapaTHbIY KOMMeKC: BUHTDI 12 WwT.

KomMnnekT pensc

= C QYHKUMSAMU KOHTPONA 1 GUbTpaLmm 0151 YCTAHOBKM B CTOWIKY: 1w
B COOTBETCTBMU C 3adaHHbIMW MpaBMiaMm HanpasnswoLwme 2 WT.
npoxogdawmnx 4epes Hero I/IHCbOpMaLI,VIOHHbIX BUHTbI 18 WwT.
NOTOKOB

» C GYHKUMAMM MO OBHapY>XeHMo HE UCIMOJ1Ib3OBATDb 6e3 pesnbc!

1 NpPenoTBPaLLEHMIO BTOPXEHNI

= MCMO/b3yeMblil B Liensix obecneyeHns
HekpunTorpaduyeckMmm MeTogamMmm 3aLlnTbl
NHPOPMALIMM OrPaHMYEHHOro 4OoCTyna

MHTepdenc ycTponcTBa
COOTBETCTBYET CTaHOdapTaM:
IEEE 802.3, IEEE 802.3u, IEEE 802.3ab.

B3aTtb Ha TecT
UserGate DCFW

KoHTakTHass uHoopmaums: MonesHble pecypcbl UserGate:

TenedoH: 8 800 500-40-32 @ a 0
KnueHtam: sales@usergate.com

MapTHepam: partner@usergate.com

MapkeTuHr: marketing@usergate.com

© 000 «lO3zeprent», 2026.
Bce npaBsa 3alumLLeHbl.
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