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® KpynHble opraHusaumu n 1O

UserGate
DCFW E1010

AnnapaTHbin
MeXXCeTeBOU 3KpaH
cnepyow,ero NoKoneHus

UserGate DCFW E1010 —

annapaTHbI MeXCEeTEBOW aKpaH CrieayoLlero
NOKONEHNs 19 3aLLUTbl KPYMHbIX
opraHmzauum n LLOMO.

YcTtpouncTeo cepTudmumpoaHo GCTIK
Poccuun no 4-my ypOoBHIO [OBEPUS,
TpeboBaHMaM K M3 no npodunto 3amThl
A wn [l 4-ro knacca 3aluThbl, a TakKxe

kak COB ypoBHS ceTn 4-ro Knacca 3alinThbl
(ceptndukat N2 3905).

AnnapatHas nnatdopma E1010 BHeceHa
B peecTpbl MyvHNpoMTOpra Poccuu:

B peecTp POCCUMNCKON NPOMbILLNEHHOM
npoaykumm (MM N2 719, PPIIMT)

m e[VHbIA PEECTP POCCUNCKON
PaanNo3NeKTPOHHOM NPOaYKLNN
(M Ne 878, EPPPIT, P3IMN)

OCHOBHble pyHKLUMUN

@ KoHTponb COCTOAHMSA ceccui
[FQH KoHTponb NpuioxeHunn

@—E TpaHcnauma ceTeBbix afpecoB
% MpepoTBpalLleHne BTOPXEHNN
ﬁ)& MaoeHTndurkauma nonb3oBaTenem
% LLIndpoBaHme KaHana cBA3MK

ﬁ 3allLMLLEHHbIM yOoaneHHbI AOCTyn

3awmTta oT DoS-aTak
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MpounsBoanTenbHOCTD

| —

Cneuudukaums
obopynoBaHus

[TapameTp 3HayeHue npun
1K/10K/100K
npasus

FW L42, TéuTt/c,

Tpaduk UDP ¢ pasamepom naketos 1500 6anT 108/107/107

FW L4, Iréout/c, Tpadmk EMIX 46/35/8,5

FW L4, MaKcvlrvlaanoe KONMMYecTBO 95K/55K/10K

HOBbIX ceccuii B cekyHay, CPS

FW L4l MakcUMasbHOE KOIMYeCTBO 18M/12M/2M

ceccuin gns npotokona TCP

FW L73, T6ut/c, Tpaduk EMIX 20/13,5/2,5

FW L7, MaKCIAVMaﬂbHoe KONMMYecTBO 75K/50K/11K

HOBbIX ceccuin B cekyHay, CPS

FW L7 + IPS?, 6uT/c, Tpaduk EMIX 7/5/0,7

FW L7 + IPS, MakcuManbHoe KonM4ecTBo 50K/38K/10K

HOBbIX ceccuii B cekyHay, CPS

" NamepeHna npoBoanImch
Ha UserGate DCFW Bepcum 8.0
2FW L4 — mexceTeBol akpaH C KOHTPOoieM

AnnapaTHas KOHPUrypaumns

LleHTpanbHbIN NpoLueccop

1x CPU, 8 ggep,

31-3,21Ty
OnepaTtnBHaa NamsTb 8 xDDR4, 8T,

ECC, REG
3anoMuHatolLee yCTPONCTBO 1xSSD,1Tb
MHTepderichl

8wt

RJ-45 ona nepenayn gaHHbIX

(4 napbl ¢ bypass)

SFP ons nepepayv gaHHbIX HeT

RJ-45 png koHconu RS-232 1w
RJ-45 png IPMI 1w
USB 3.0 Type-A 2w,
VGA Twr.
[ononHuTenbHble CNoTbl ANs 3w

ycTaHoBku ceTeBbix kapT (NIC)
OnekTponuTaHue

Konnyectso 610K0B NMUTaHMS

2 LIT., BCTPOEHHbIE

[opavas 3ameHa ha
HanpsxeHue 220B
CeTb nuTaHus 100-240B
MoTpebnsemas MOLLHOCTb 550 BT
OxnaxpeHne

BeHTunatopsl 5uwr.
lopsvas 3ameHa HeT

Pasmepbl

labaputsl (LU x [ x B)

438 x 610 x 44 Mm

Bec nnatdopmbl 10,5 «kr
Bec noctasku 18,6 kr
JkcnnyaTaunoHHbIe NapaMeTpbl

Temnepatypa 0..+40°C

BnaxHocTb Bo3ayxa

Konnyectso nonbsosatenei®

He 6onee 80%

1500

COCTOSIHNS Ceccum
3 FW L7 — MexceTeBOM aKpaH C KOHTPOsieM
COCTOSIHUSI CECCUIMN W KOHTPONEM NPUNOXEHNI
4IPS — cucTtema obHapyxeHus
N NpenoTBPaLLEeHNS BTOPXEHNIA

5 OnpepgensaeTca no ycpegHeHHOMY Npodusto
COTPYOHMKA N MOXET CUSIbHO BapPbUPOBAaTbLCS
B 3aBMCUMOCTMW OT XapakTepa paboTbl
COTPYAHWKOB M HACTPOEK XYPHaIMpoBaHMs
UserGate NGFW
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¢YHKHMOHaﬂbeIe BO3MOXXHOCTU

KoHTponb coctoanumsa ceccum (FW L3/L4)
KoHTponb npunoxexun (FW L7)
TpaHcnsauma ceTeBbiX aapecos

(SNAT, DNAT, PAT)

MpepoTBpalleHne BTopxeHnn (IPS)
NaoeHTndukaums nonblosaTtenen (Identity FW)
3awumTta ot DoS-aTak

LLIndppoBaHme kaHanos cBsa3n (S2S VPN):
IKEV1/L2TP, IKEV2 ¢ cepTudmkaTtomMm
ANropuTMbl:

3DES, AES-128, AES-192, AES-256
3almieHHbIn yoaneHHbin goctyn (RA VPN):
IKEV1/L2TP, IKEV2 c cepTndmkaTom,

IKEv2 + EAP-RADIUS

ANroputMbI:

3DES, AES-128, AES-192, AES-256

CeTeBble BO3MOXXHOCTHU

CTtatnyeckaa MapLipyTmsaumns
[HamMmyeckas MapLpyTn3aums:

OSPF, BGP, RIP, PIM

MapuwpyTursaumns Ha ocHoBe nonuTuk (PBR)
BupTyanbHbii MapwpyTnsatop (VRF)
PaBHonpaBHble MapLwpyTbl (ECMP)
BbicTpasa nposepka goctynHocTm (BFD)
NnHamunyeckasa koHpurypaumsa xoctos (DHCP)
CermeHTaums n maclwTabupoBaHue:

VLAN, VXLAN

YnpasneHune kayecTBoM cepsuca (QoS)

LleHTpanusoBaHHOE yrnpaBsieHue

Management Center — oToenbHoe
pelleHne Ons ynpaBrieHns 3KoOCUCTeEMOM
UserGate SUMMA
MynbTUTEHAHTHOCTb
OTKa30yCTOMNYMBbLIN KNacTep
Mbkasa ponesas Moaesb

LLlabnoHbl n nonutukmn Nb
SKCNopT/MMNOPT NOMUTUK
JlornposaHue

YcTtaHoBka Ha BM nnum MAK

10 000+ ycTponcTB

OTKa30yCTOMYMBOCTb

Active-Passive (2-4 Hoapl)
Active-Active (2-4 Hoabl)
CnHXpOHM3aLMsa ceccum
PesepBupoBaHme knactepa (VRRP)
CunHxpoHu3zaums y3nos (GARP)
ArpervpoBaHue kaHanos (LACP)
PesepBunpoBaHue KaHana

MNHTerpauus

AD

LDAP

2FA

Syslog
OTkpbITbIN API

BapuaHTbl ycTaHOBKM

B paspbiB (c oByMS HTepdencamm)
Router-on-a-stick

Mpo3payHbit MocT L2
[Mpo3payHbi MOCT L3
MOHUTOPUHI Mirror-nopTa
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CooTtBeTcTBME TPEeOOBAHUSAM
3akoHopaTenbcTea PO

Ceptudukar coorsetrcteua ®PCTIK Poccuun

Homep ceptudukara: 3905
Hata Bbigaun: 26.03.2018
Cpok pencteusa: 26.03.2026

1. NogTBepXpaeT cooTBeTCTBUE TPpeboBaHUAM:
s KMO:Tvn Aun [, 4-1 knacc 3awmTbl
= K COB: ypoBeHb ceTn, 4-1 K1acc 3amThl

no 4-My ypOBHIO LOBEPUS

2. PaspewaeT ucnonb3oBaTtb B COCTaBe:

= aBTOMaTM3MpoBaHHbIX cuctem (AC)
00 KNnhacca 3awmueHHocTn 11

= 3Ha4MMbIx 0bbekToB KWW | kaTeropum

= MHPOPMALMOHHbBIX CUCTEM NEPCOHASbHbIX
nanHHbIX (MCMOH) 1-ro ypoBHS 3aLLMLLEHHOCTH

= FOCYOapCTBEHHbIX MHGOPMALMOHHbIX CUCTEM
(F'MC) 1-ro knacca 3aWULLEHHOCTH

= aBTOMAaTU3UPOBAHHbIX CUCTEM YNpPaBeHNs
TexHonornyecknmu npoueccamm (ACY TTI1)
1-ro knacca 3alnLLEHHOCTH

= MHPOPMALMOHHbIX CUCTEM OBLLEro
nonb3oBaHua (MCOIM) Il knacca

[eknapauum o cooTBeTCTBUMN TpeboBaHUAM
TEXHUYECKUX PErNaMeHTOB

s TP TC004/2011 «O 6e3onacHOCTH
HM3KOBO/IbTHOrO 060PYOOBaAHNSA

s TPTC020/2011 «OnekTpomarHmTHas
COBMECTUMOCTb TEXHNYECKMX CPEaCTB»

= TPEA3C 037/2016 «O6 orpaHnyeHmnm
NPUMEHEHNS OMAaCHbIX BELLLECTB B U3AENNNAX
NEKTPOTEXHUKU N PAONOINEKTPOHNKMN

Peectp MuHuunopbl Poccumn

3anucb o npoaykumm UserGate B peecTpe
MuHundpbl Poccunm noaTBepXaaeT, 4To
nporpamMmHoe obecneyeHmne co3gaHo

Ha TeppuTopum Poccuinckom Oepgepaunm
N NPUHAANEXUT POCCUNCKOMY
npasoobnagaTento.

MporpaMmmMHoe obecne4veHue,

He BKJ1tOYeHHOe B peecTp MnHUMpPbI
Poccuu, 3anpeLleHo gonyckaTb

K 3aKynkam 419 rocygapCTBEHHbIX

N MYHUUMNANbHBIX HYX, @ TakxXe
ONs 3Ha4YMMbIx 06bekToB KW,

Peectp MuHnpomtopra Poccuu

Homep B peecTpe poCcCUnCKom
NPOMBbILLIEHHOW NPOAYKLMM

(M1 N2 719) n peecTpe poccuinckom
PanoMO31EKTPOHHOM MPOaYKLNM
(M Ne 878) —10600411.
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HNononHuTtenbHble
noanucku

Security Update (SU)

s O6HoBneHme MO
= O6HoBneHue 6a3 IPS (curHaTypbl aTak)
= O6HoBneHme 6a3 FW L7
(curHaTypbl MPUIOXEHNI)
= CTaHOapTHbIM NakeT TEXHNYECKON
noaaepxkm

B 6as3oByto nuueH3uno UserGate NGFW
BKJItOMEHa rogoBas nognucka Ha SU.
MpoaneHne NOANNCKN NponcxoamT

Ha NMaTHOW OCHOBE.
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MNepepnHsas 3agHsas
naHesnb naHesb

0o s o

@é é||él®lé

F1 WnuaonkaTtopsbl R1 2 x 6noka nutaHua (c ropsyen 3amMeHon)

F2 2xUSB 3.0 Type-A R2 BkntoveHune/BbIKNOYEHNE NMUTAHNS

F3 RJ-451T6ut/c ons mooyns R3 BbikntoveHMe 3ByKOBOIro cUrHana
yAanexHoro ynpasnexus IPMI R4 5 X BEHTUNATOPOB OXNaXaeHWs

F4 RJ-451T76wuTt/c ong koHconu RS-232

F5 VGA

F6 8 xnoptoBRJ-451T6ut/c ong nepegayn
OaHHbIX (4 napbl ¢ bypass)

F7 3 xcBobogHbix CoTa A4ns CeTeBbiX KapT

CoBmecTumble ceTteBble KapTbl (NIC)

8 x RJ-45 1T6ut/c

4 x SFP1T6ut/c

4 x SFP+ 10 6ut/c

4 x SFP+ 10 'éuTt/c (2 napsbl ¢ bypass)
2 x SFP28 25 out/c

2 x QSFP 40 Iéut/c

2 x QSFP 100 réut/c
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CnpaBka o0 napameTtpax KomnnekT

YCTPOMUCTBA MOCTaBKMU

AnnapaTHas nnatdopma UserGate E1010 MNAK UserGate E1010 Twr.

COOTBETCTBYET TEXHUYECKMM YCITOBUSM KoHconbHbIN kabenb TwT

PTN®.465235.033 v npeacrtasngeTt cobon Kabenb nutaHus 2 WT.

TEXHNYECKOE CPEACTBO, MPUMEHSAEMOE B ceTax  KoMMiekT KpenseHns B CTOMKY: Twr.

CBA3M, Ha 6ase KOToporo peannayeTtca KpenseHns 2 WT.

NporpaMmMHO-annapaTHbIM KOMMEeKC: BUHTDI 12 WT.

KoMnnekT penbc

= C QYHKUMSIMU KOHTPONA 1 GUbTpaLmm [J151 YCTAaHOBKM B CTOVIKY: 1w
B COOTBETCTBMU C 3adaHHbIMW MpaBMiaMm HanpasnswoLwme 2 WT.
npoxogdawmnx 4epes Hero I/IHq)OpMaLI,VIOHHbIX BUHTbI 18 WwT.
NOTOKOB

» C GYHKUMAMM MO OBHapYXeHMo HE UCIMNOJIb3OBATDb 6e3 pesnbc!

1 NpenoTBPaLLEHMIO BTOPXEHUI

= MICMO/b3yeMbli B Liensix obecneyeHns
HekpunTorpadu4yeckMmm MeTogamMmm 3aLlnTbl
MHPOPMALIMM OrpaHMYEeHHOro 4ocTyna

MHTepdenc ycTponcTBa
COOTBETCTBYET CTaHOapTaM:
IEEE 802.3, IEEE 802.3u, IEEE 802.3ab.

B3aTtb Ha TecT
UserGate DCFW

KoHTakTHass uHbopmaums: MonesHble pecypcbl UserGate:

TenedoH: 8 800 500-40-32 @ a 0
KnueHTtam: sales@usergate.com

MapTHepam: partner@usergate.com

MapkeTuHr: marketing@usergate.com

© 000 «HO3zeprent», 2025.
Bce npaBa 3alumLLeHbl.



http://usergate.com
http://t.me/usergatenews
http://rutube.ru/channel/24630896/
http://vk.com/usergaterus

	allllll_2.pdf
	01_links_new

