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AnnapaTHbin
MeXXCeTeBOU 3KpaH
cnepyow,ero NoKoneHus

UserGate NGFW D250 — annapaTHbI

MEXCEeTEBOM aKpaH CeayoL,ero noKoeHns

L9 3aLLMTbl OpraHmaaumii u GUInManos
cpenHero pasmepa.

YcTtpouncTeo cepTudmumpoaHo GCTIK
Poccum no 4 ypoBHo [oBepus,
TpeboBaHMaM K MO no npodunto 3amThl
A, B, n [l 4-ro knacca 3aluTbl, a TakXe
kak COB ypoBHS ceTu 4-ro Knacca 3alinThbl
(ceptndpukat N2 3905).

OCHOBHbIe pyHKLMMU

@ KoHTponb cocTosiHMa ceccuii

IFQH KoHTpOnb NnpunoxeHuin

@—E TpaHcnsauma ceTeBbiX aapecos

% MpenoTBpaLleHMe BTOPXEHMI

@% KoHTeHTHas dpunbTpaums

ﬁz; NoeHTndurkaums nonb3oBaTenemn

@ 3awmTa OT BMpPYCOB, CNamMa, dULINHIra
% HewmndpoBaHme SSL

% LLIndpoBaHMe KaHana cBsA3MK

ﬁ 3alMLLEHHDbIN yOaneHHbIM OCTynN

\& )
3awmTta oT DoS-aTak
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MpounsBoanTenbHOCTD

[TapameTp 3HayeHune
FW L3/L42, M6uT/c, Tpaduk UDP 1518 GainT 20 000
FW L3/L4, M6uT/c, Tpaduk EMIX 20 000
FW L3/L4, Malkcmmaanoe KONN4ecTBo 70 000
HOBbIX CECCUI B CeKyHAY
FW L3{L4, MaKCUMasbHOe KOIM4ecTBO 10 000 000
ceccui ana npotokona TCP
FW L73, M6uTt/c, Tpaduk EMIX 7500
FW L7, MaKCIAVMaﬂbHoe KONMMYecTBO 24 000
HOBbIX CECCUI B CeKyHAY
FW L7 + IPS?%, M6uT/c, Tpaduk EMIX 500
FW L7 + IPS, li/IaKCI/IMaJ'IbHoe KOMIMYeCcTBO 10 000
HOBbIX CECCUI B CEKYHAY
FW L7 + IPS + CF%, M6uT/c, Tpaduk HTTP,

1700
pa3mep oteeTa 256 Kb
FW L7 + IPS + CF, M6uT/c,
Tpaduk HTTPS, paamep otBeTa 256 Kb, 650
TLSv1.2
NGFW (FW L7 + IPS + CF), MéuT/c, 500

Tpaduk EMIX

" NamepeHnsa nposoannmch Ha UserGate NGFW
Bepcun 7.3

2FW L3/L4 — MexceTeBOW aKpaH C KOHTPOIeM
COCTOSIHNSI CecCcui

3 FW L7 — MexceTeBOM akpaH C KOHTPOeM
COCTOSIHNSI CECCUN W KOHTPONEM MPUNOXEHNI

4IPS — cucTeMa obHapyxeHUs
M NpeaoTBPAaLLEHMS BTOPXXEHUI

5 CF — KkoHTeHTHas ¢unbTpaums

| —

Cneuudukaums
obopynoBaHus

AnnapaTHas KOHPUrypaums

LleHTpanbHbIN NpoLueccop 1x CPU, 16 sinep,

2,21y,
OnepaTvBHas NamsTb 2xDDR416Tb
3anomMuHatoLLee yCTPONCTBO 1xSSD 256 Tb
VHTepderichl
RJ45 nns nepenayn gaHHbIX 8 wr. (4 napsbl ¢ bypass)
SFP+ ons nepefayn faHHbIX 4 wr.
RJ45 gna PMC TwT
USB Type-C gns PMC TwT.
USB 3.0 Type-A 2 Wwr.
VGA HeT
[ononHuTenbHble CNOTbI ANS
ycTaHoBkM ceTeBbix kapT (NIC) HeT
OnekTponutaHune
Konnuectso 610k0B NTaHWs 2 WT., BCTPOEHHbIE
lopsiyas 3aMeHa na
HanpsaxeHune 220B
CeTb nuTaHus 100-240B
MoTpebnsemas MOLLHOCTb 150 BT
OxnaxpaeHue
BeHTunaTopbl 3wt
[opayas 3ameHa ha
Pasmepbl
labaputsl (LU x [ x B) 438 x 450 x 44 Mm
Bec nnatdopmbl 7 kr
Bec noctaBku 10 kr
OKcnnyaTaunoHHbIE MapaMeTpbl
Temnepatypa 0-+40C°
BnaxHocTb Bo3ayxa He 6onee 80 %
Konunyectso nonbsoeatenei® 200

8 OnpepenseTcsd Mo yCpeaHeHHOMY NMpodpusio
COTPYOHMKA N MOXET CUIbHO BapPbUPOBAaTbLCS
B 3aBMCUMOCTMW OT XapakTepa paboTbl
COTPYAHWKOB 1 HACTPOEK XYPHaIMpPoBaHMS
UserGate NGFW
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¢YHKHMOHaﬂbeIe BO3MOXXHOCTU

KoHTponb cocToanmsa ceccum (FW L3/L4)
KoHTponb npunoxeHun (FW L7)

TpaHcnsauma ceTeBbiX aapecos

(SNAT, DNAT, PAT)

MpepoTBpalleHne BTopxeHnn (IPS)
NaoeHTndukaums nonbaosatenen (Identity FW)
3alwmTa oT BUPYCOB, cnama, duwmHra (NAV)
3awmTa ot DoS-aTak

HewndpoBanme SSL (HTTPS, SMTPS, POP3)
Mepepaya SSL (SSL forwarding)
LLIndppoBaHme kaHanos cBsa3n (S2S VPN):
IKEV1/L2TP, IKEV2 ¢ cepTudmkaTomMm
Anroputmbl: 3DES, AES 128, AES192, AES256
3alwmiieHHbIn yoaneHHbi goctyn (RA VPN):
KEV1/I2TP, IKEV2 ¢ cepTudmkaTom

IKEv2 + EAP-RADIUS

Anroputmebl: 3DES, AES 128, AES192, AES256

KoHTeHTHasa unbTpaums

KaTeropmnsatop (230M URL, 88 kaTeropui)
Mpokcu: NpsiMor, 06paTHbIN, MPO3PayHbIN,
aBHbIM, UpStream

DNS-dunsTpauns

Bnoknposka no GeolP

Captive Portal ons aBTopu3zaumm

CeTeBble BO3MOXXHOCTU

CraTuyeckas MapLIpyTM3aLms
[HamMmyeckas MapLIpyTnu3aums:

OSPF, BGP, RIP, PIM

MapwpyTunsaumns Ha ocHoBe nonuTuk (PBR)
BupTyanbHbii MapwpyTnsatop (VRF)
PaBHonpaBsHble MapLpyTbl (ECMP)
BboicTpasa nposepka goctynHocTm (BFD)
YnpaBneHune Beb-kawmnposaHnem (WCCP)
HuHamuyeckas koHdurypaumsa xoctos (DHCP)
CermeHTaums n MacwtabupoBaHme:

VLAN, VXLAN

YnpaBneHune KkayecTBoM cepsuca (QoS)
Mopaepxka npotokona QUIC

LleHTpanusoBaHHOe yrnpaBsieHne

Management Center — oToenbHoe
pelleHne a8 ynpaBieHns 3KoOCUCTEMOM
UserGate SUMMA
MynbTUTEHAHTHOCTb
OTKa30yCTOMYMBbLIN KacTep
Mbkasa ponesas Moaesb

LLlabnoHbl n nonutukmn Nb
SKCnopT/MMNOPT NOMUTUK
JlornposaHue

YcTtaHoBka Ha BM nnum MAK

10 000+ ycTponcTB

OTKa30yCTOMYNBOCTb

Active-Passive (2 Hoapl)
Active-Active (2, 3, 4 Hoabl)
CUHXpOHM3aLMsa ceccum
PesepsupoBaHue knactepa (VRRP)
CunHxpoHu3zaums yanos (GARP)
ArperunpoBaHue kaHanos (LACP)
PesepBnpoBaHmMe KaHana

UHTerpauus

AD

LDAP

2FA

Syslog

ICAP
OTkpbITbIN API

BapuaHTbl yCTaHOBKM

B paspoiB (Cc 2-M4a MHTepdencamm)
HABHbIN NPOKCKH

Router-on-a-stick

Mpo3payHbi MocT L2
Mpo3payHbli MocT L3
BupTtyanbHo B pa3pbis (WCCP)
MOHUTOPUHI Mirror-nopTa
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CooTtBeTcTBME TPEeOOBAHUSAM
3akoHopaTenbcTea PO

Ceptudukar coorsetrcteua ®PCTIK Poccuun

Homep ceptudukara: 3905
Hata Bbigauun: 26.03.2018
Cpok pencteusa: 26.03.2026

1

. MoaTBepxpaeT cooTBeTCTBME TPEOOBAHUAM:

K M3: Tun A, B, I n [1, 4 knacc 3awuThbl
k COB: ypoBeHb ceTu, 4 Knacc 3alnTbl
no 4 ypoBHKO ooBePUS

. Paspelwaet ncnonb3osaTb B cOCcTaBe:

aBTOMaTn3npoBaHHbIX cnuctem (AC)

00 Knacca 3awmueHHocTn 11

3HauYnMbIX 06bekToB KW | KaTeropmm
NHPOPMALMOHHbBIX CUCTEM NEPCOHASbHbIX
naHHbIX (MCIOHRH) 1 ypOoBHS 3aLMLLEHHOCTU
rocy0apCTBEHHbIX MHGOPMALMOHHbBIX CUCTEM
(F'MC) 1 knacca 3alULLLEHHOCTH
aBTOMAaTU3NPOBAHHbIX CUCTEM YNpPaBeHNs
TexHonornyecknmu npoueccamm (ACY TTI1)
1 knacca 3aWnLEeEHHOCTHU
NHPOPMALMOHHbIX CUCTEM OOLLLEro
nonb3oBaHua (MCOIM) Il knacca

[eknapauum o cooTBETCTBUMN TpeboBaHUAM
TEXHUYECKUX PErNTaMeHTOB:

TP TC 004/2011 «O 6e3omnacHOCTH
HW3KOBOJIbTHOro 060pYyA0BaHMA»

TP TC 020/2011 «OnekTpoMarH1uTHas
COBMECTUMOCTb TEXHNYECKMX CPEeacTB»

TP EASC 037/2016 «O6 orpaHuyeHun
NPUMEHEHNS OMaCHbIX BELLLECTB B U3OENNSAX
9NEKTPOTEXHUKN 1 PagnNO3NEKTPOHNKIM»

Peectp MuHuunopbl Poccumn

3anucb o npoaykumm UserGate B peecTpe
MuHundpbl Poccmnm noaTBepXaaeT, 4To
nporpamMmHoe obecneyeHmne co3gaHo

Ha TeppuTopum Poccuinckom Oepgepaunm
N NPUHAANEXUT POCCUNCKOMY
npasoobnagaTento.

MporpaMmmMHoe obecne4veHue,

He BKJ1tOYeHHOe B peecTp MnHUnpbI
Poccuu, 3anpeLleHo gonyckaTb

K 3aKynKam 419 rocygapCTBEHHbIX

N MYHUUMNANbHbIX HYX [, @ TakxXe
ONs 3Ha4YMMbIX 06bekToB KA.
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ononHuTenbHble

noaornnMcCKu

Security Updates (SU) Stream Antivirus*

s O6HoBneHme MO s COOCTBEHHbBIV CUIrHATYPHbIN aHTUBMPYC

= O6HoBneHue 6a3 IPS (curHaTypsbl aTak) UserGate

= O6HoBneHue 6a3 FW L7 = OkcnepTtmnsa oT UserGate 1 CTOPOHHMX
(curHaTypbl MPUIOXEHNI) NCTOYHMKOB

= CTaHOapTHbIM NakeT TEXHNUYECKOM = AHTUMBMPYC paboTaeT Noka akTMBHa NognmMcka
noaaepxkm

B 6as3oByto nuueH3uno UserGate NGFW
BKJItOMEHa rogoBas nognmcka Ha SU.
MpoaneHne NOANNCKN NponcxoamT

Ha naTHOW OCHOBE.

Advanced Threat Protection (ATP)* Mail Security*
= [nyb6okni aHanns koHTeHTa (DCI) = [1poBepka NoYTOBOro Tpadumka
= QunbTpaums No KaTeropmsam C NOMOLLbIO Moayna aHTucnama UserGate

= [lognucka Ha cnuckn PockoMHagsopa

n MunHnctepcTBa tocTuumm PO
= YepHble 1 6enble cnnckmn
Moanucka Ha Mopdonormnyeckme 6asbl
ABTOMaTM4YeCcKoe 0H6HOBNEHME NOOMMCOK
Brnokunposka peknambl (AdBlock)
KoHTponb 3a counanbHbiMmM CETAMM

Cluster

= beccpoyHaa nognuncka Ha paboTty UserGate

NGFW B pexume «knactep» r

*Heobxoouma akTMBHag noarnmcka Ha SU
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MNepepHsas
naHesnb

F1
F2
F3
F4
F5
F6
F7

2 x RJ45 1T6uT/c ona nepenadm gaHHbIX
RJ45 1 T6ut/c ons mogynsa PMC

USB 3.0

USB Type-C ons mogyna PMC
IHavkaTopbl

4 x SFP+ 10 [6uT/c onga nepenayn gaHHbIX

8 x RJ45 1 6uTt/c ona nepenaydn gaHHbIX
(4 napbl ¢ bypass)

3agHsad
rnaHenb

R1

R2
R3
R4
R5

®

2 x 6bnoka nnTaHua (c ropa4en 3aMeHon)
3asemneHune

3 X BEHTUIATOPAa OxNlaXaeHns
BkntoyeHne/BblktOYEHNE NMUTAHNS
Bbik/1t04eHMe 3ByKOBOIro cuUrHana
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CnpaBka o0 napamMeTtpax

YCTPOMCTBA

AnnapaTHas nnatdopma UserGate D250
COOTBETCTBYET TEXHUYECKNM YCIOBUSAM
PTN®.465235.031 1 npencrtasnsget cobom

TEXHNYECKOoe CPeaCTBO, MPMMeHaeMoe B ceTax  [laTy-koppa
CBS3M, Ha Base KOTOPOro peannsyeTcs Penbcbl

nporpaMMHOo-anmnapaTHbIM KOMMIEKC:

KomMmnnekT
NMOCTaBKU
MNAK UserGate D250 Twr.
KoHconbHbIY Kabenb Twr.
Kabenb nutaHus 2 WT.
1 WwT.
1 komn.
Yuwkn + BuHTbI (16 W) 1T komMnn.

= C OYHKUMAMN KOHTPONS 1 GUIbTpaLnn
B COOTBETCTBUM C 3a4aHHbIMW MpaBuiamMm
NPOXOAALLNX Yepes Hero MHPOPMAaLMOHHbIX

MOTOKOB

= C GYHKUMSAMM MO OOHAPYXEHMIO
N NPEeAOoTBPALLEHNIO BTOPXEH NI

= MCMO/b3yeMblin B Liensx obecneyeHns
HekpunTorpaduyeckMmm MeTogamMmm 3aLlnTbl
NHGOPMAaLIMM OrPAHNYEHHOMO AOCTYNa

MHTepdenc ycTponcTBa COOTBETCTBYET
cTaHpapTam: IEEE 802.3, IEEE 802.3u, IEEE

802.3ab.

B3aTb Ha TecT
UserGate NGFW

KoHTakTHas uHbopmaums:

TenedoH: 8 (800) 500-40-32
KnuneHtam: sales@usergate.ru
MapTHepam: partner@usergate.ru
MapkeTuHr: marketing@usergate.ru

© 2025 000 «kOzeprenT»
Bce npaBa3alunuieHbi

MonesHble pecypcbl UserGate:

usergate.com/ru
t.me/usergatenews
rutube.ru/channel/24630896/
vk.com/usergaterus




