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® opraHusaumm n dunmanbl CpeaHero pasmepa

UserGate
NGFW D200

AnnapaTHbin
MeXXCeTeBOU 3KpaH
cnepyowero NoKoneHus

UserGate NGFW D200 — annapaTHbli
MEXCEeTEeBOM 3KpaH CNeayoLero nokoneHus
A9 3alLUMTbl OpraHMsaumi n dunmanos
cpefHero pas3mepa.

YcTtpomncTeo cepTudmumpoaHo GCTIK
Poccum no 4 ypoBHo [oBepus,
TpeboBaHMaM K MO no npodunto 3amThl
A, B, n [l 4-ro knacca 3aluTbl, a TakKXe
kak COB ypoBHS ceTn 4-ro Knacca 3auinThbl
(ceptndukat N2 3905).

AnnapaTHas nnatdopma D200 BHeceHa
B peecTpbl MyHNpoMTOpra Poccunu:

B peecTp POCCUMNCKON NPOMbILLNIEHHOMN
npoaykuum (MMM 719, PPIM)

m e[VHbIA PEECTP POCCUNCKON
PaaNo3NeKTPOHHOM NPOoaYKLNN
(M 878, EPPPII, POIT)

OCHOBHbIe pyHKLMMU

@ KoHTponb cocTosiHMa ceccum

IFQH KoHTpOnb NnpunoxeHuin

@—E TpaHcnsauma ceTeBbiX aapecos

% MpenoTBpaLleHne BTOPXEHNN

@% KoHTeHTHas dpunbTpaumns

ﬁz; NoeHTndurkaums nonb3oBaTenemn

@ 3awmTa OT BMpPYCOB, CNamMa, dULIMHra
% HewmndpoBaHme SSL

% LLIndpoBaHme KaHana cBsA3K

ﬁ 3alMLLEHHDbIN yOaneHHbIM OCTynM

& )
3awmTta or DoS-aTak
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MpounsBoanTenbHOCTD

[TapameTp 3HaveHune
FW L3/L42, M6uT/c, Tpaduk UDP 1518 GainT 22 000
FW L3/L4, M6uT/c, Tpaduk EMIX 20 000
FW L3/L4, Malkcmmaanoe KONN4ecTBo 82 000
HOBbIX CECCUI B CEKyHAY
FW L3{L4, MaKCUMasbHOe KOM4ecTBO 4000 000
ceccui ana npotokona TCP
FW L73, M6uTt/c, Tpaduk EMIX 9500
FW L7, MaKCIAVMaﬂbHoe KONMMYecTBO 57000
HOBbIX CECCUI B CeKyHAY
FW L7 + IPS?%, M6uT/c, Tpaduk EMIX 2700
FW L7 + IPS, li/IaKCI/IMaJ'IbHoe KOMIMYecTBO 18 000
HOBbIX CECCUI B CEKYHAY
FW L7 + IPS + CF®%, M6uT/c, Tpaduk HTTP,

2300
pa3mep oteeTa 256 Kb
FW L7 + IPS + CF, M6uT/c,
Tpaduk HTTPS, paamep oteeTa 256 Kb, 1700
TLSv1.2
NGFW (FW L7 + IPS + CF), M6uT/c, 650

Tpadpuk EMIX

| —

Cneuudukaums
obopynoBaHus

AnnapaTHas KOHPUrypaumns

1xCPU, 4 agpa,

LleHTpanbHbIM NpoLeccop 24-34TTu

OnepaTuBHas NamsTb 2xDDR4 ECC16Tb

3anomMuHatoLLee yCTPONCTBO 1xHDD1Tb
NHTepdenci

RJ45 ons nepepayn gaHHbIX 5 wT. (2 napbl ¢ bypass)

SFP ons nepefayun faHHbIX 2 Wt
RJ45 ons koHconn RS-232 TwT
RJ45 nona IPMI 1WT.
USB 2.0 Type-A 2 Wwr.
VGA TwT

[ononHuTenbHble CNoTbl ANd 1wt
ycTaHoBkuM ceTeBbix kapT (NIC) '
OnekTponuTaHue

KonunyectBo 610KOB NUTaHMA 1 WT., BCTPOEHHbIN

lopsiyas 3aMeHa HeT
HanpsaxeHne 220B
CeTb nuTaHus 100-240B
MoTpebnsemas MOLLHOCTb 220 BT
OxnaxpaeHue

BeHTunaTopbl 2 W
lopsyas 3ameHa HeT

Pasmepbl

labaputsl (LU x 1 x B)

438 x 321 x 44 MM

" NamepeHns nposoannmch Ha UserGate NGFW
Bepcun 7.3

2FW L3/L4 — MexceTeBOW aKpaH C KOHTPOIeM
COCTOSIHNSI CecCcui

3 FW L7 — MexceTeBOM akpaH C KOHTPOeM
COCTOSIHUSI CECCUIN W KOHTPONEM MPUNOXEHNI

4IPS — cucTteMa obHapyxeHUs
M NPeaoTBPAaLLEHMS BTOPXEHUI

5 CF — KoHTeHTHasa dbunbTpaums

Bec nnatdopmbl 51«kr

Bec noctaeku 8,25 kr
OKcnnyaTaunoHHbIE MapaMeTpbl

Temnepatypa 0-+40C°

BnaxHocTb Bo3ayxa He 6onee 80 %

KonunuecTtso nonbsosaTenein® 200

8 OnpepenseTcsd No yCpeaHeHHOMY NMpopusio
COTPYOHMKA N MOXET CUSIbHO BapPbUPOBAaTbLCS
B 3aBMCUMOCTW OT XapakTepa paboTbl
COTPYAHWKOB M HACTPOEK XYpPHaIMpoBaHMs
UserGate NGFW
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¢YHKHMOHaﬂbeIe BO3MOXXHOCTHU

KoHTponb coctoanusa ceccum (FW L3/L4)
KoHTponb npunoxexun (FW L7)

TpaHcnsauma ceTeBbiX aapecos

(SNAT, DNAT, PAT)

MpepoTBpalleHne BTopxeHnn (IPS)
NaoeHTndukaums nonbaosaTtenen (Identity FW)
3awmTa oT BUPYCOB, cnama, duwmHra (NAV)
3awmTa ot DoS-aTak

Hewndpoanme SSL (HTTPS, SMTPS, POP3)
Mepepaya SSL (SSL forwarding)
LLIndppoBaHme kaHanos cBsa3n (S2S VPN):
IKEV1/L2TP, IKEV2 ¢ cepTudmkaTomMm
Anroputmbl: 3DES, AES 128, AES192, AES256
3awmiieHHbI yoaneHHbi goctyn (RA VPN):
KEV1/I2TP, IKEV2 ¢ cepTudmkatom

IKEv2 + EAP-RADIUS

Anroputmebl: 3DES, AES 128, AES192, AES256

KoHTeHTHasa punbTpaums

KaTeropmnsatop (230M URL, 88 kaTeropui)
Mpokcu: NpsMor, 06paTHbIN, MPO3PayHbIlN,
aBHbIN, UpStream

DNS-dunsTpauns

Bnoknposka no GeolP

Captive Portal pns aBTopu3zaumm

CeTeBble BO3MOXXHOCTU

CraTuyeckas MapLIpyTM3aLms
[HamMmyeckas MapLIpyTn3aums:

OSPF, BGP, RIP, PIM

MapuwpyTusaumns Ha ocHoBe nonuTuk (PBR)
BupTyanbHbii MapwpyTnsatop (VRF)
PaBHonpaBHble MapLpyTbl (ECMP)
BbicTpasa nposepka goctynHocTm (BFD)
YnpaBneHune Beb-kawmnposaHnem (WCCP)
HuHamuyeckas koHpurypaumsa xoctos (DHCP)
CermeHTaums n MacwtabupoBaHme:

VLAN, VXLAN

YnpaBneHune KkayecTBoM cepsuca (QoS)
Mopaepxka npotokona QUIC

LleHTpanusoBaHHOe yrnpaBsieHne

Management Center — oTaoenbHoe
pelleHne ns ynpaBieHns 3KoOCUCTEMOM
UserGate SUMMA
MynbTUTEHAHTHOCTb
OTKa30yCTOMNYMBbLIN KNacTep
Mbkasa ponesas Moaesb

LLlabnoHbl n nonutukmn Nb
SKCNopT/MMNOPT NOMUTUK
JlornposaHue

YcTtaHoBka Ha BM nnum MAK

10 000+ ycTponcTB

OTKa30yCTOMYUBOCTb

Active-Passive (2 Hoapl)
Active-Active (2, 3, 4 Hoabl)
CWHXpOHM3aLMsa ceccum
PesepsupoBaHue knactepa (VRRP)
CunHxpoHu3zaums yanos (GARP)
ArperunpoBaHue kaHanos (LACP)
PesepBunpoBaHMe KaHana

UHTerpauus

AD

LDAP

2FA

Syslog

ICAP
OTkpbITbIN API

BapuaHTbl yCTaHOBKM

B paspoiB (c 2-M4a MHTepdencamm)
HABHbIN NPOKCKH

Router-on-a-stick

Mpo3payHbi MocT L2
Mpo3payHbli MocT L3
BupTtyanbHo B pazpbis (WCCP)
MOHUTOPUHI Mirror-nopTa
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CooTtBeTcTBME TPEeOOBAHUSAM
3akoHopaTenbcTea PO

Ceptudukar coorsetrcteua PCTIK Poccuun

Homep ceptudukara: 3905
Hata Bbigauun: 26.03.2018
Cpok pencteusa: 26.03.2026

1

. MoaTBepxpaeT cooTBeTCTBME TPEOOBAHUAM:

K M3: Tun A, B, I n [1, 4 knacc 3awmThl
k COB: ypoBeHb ceTu, 4 Knacc 3allnTbl
no 4 ypoBHIO ooBePUS

. Paspelwsaet ncnonb3osaTb B cOCTaBe:

aBTOMaTn3npoBaHHbIx cnuctem (AC)

00 KNnhacca 3awmueHHocTn 11

3HauYnMbIX 06bekToB KW | KaTeropumm
NHPOPMALMOHHbBIX CUCTEM NEPCOHASbHbIX
naHHbIX (MCIOHRH) 1 ypOoBHS 3aLMLLEHHOCTU
roCcy0apCTBEHHbIX MHGOPMALMOHHbBIX CUCTEM
(F'MC) 1 knacca 3alULLLEHHOCTH
aBTOMAaTU3NPOBAHHbIX CUCTEM YNpPaBeHNs
TexHonornyecknmu npoueccamm (ACY TTI1)
1 knacca 3aWnLEHHOCTHU
NHPOPMALMOHHbIX CUCTEM OOLLLEro
nonb3oBaHua (MCOIM) Il knacca

[eknapauum o cooTBETCTBUMN TpeboBaHUAM
TEXHUYECKUX PErNTaMEeHTOB:

TP TC 004/2011 «O 6e3omnacHOCTH
HW3KOBOJIbTHOro 060pYyA0BaHMA»

TP TC 020/2011 «OnekTpoMarH1uTHas
COBMECTUMOCTb TEXHNYECKMX CPEeaCTB»

TP EASC 037/2016 «O6 orpaHuyeHun
NPUMEHEHNS OMaCHbIX BELLLECTB B U3AENNNAX
9NEKTPOTEXHUKN 1 PagnNO3NEeKTPOHNKIM»

Peectp MuHuunopbl Poccumn

3anucb o npoaykumm UserGate B peecTpe
MuHundpbl Poccum noaTBepXaaeT, 4To
nporpamMmHoe obecneyeHmne co3gaHo

Ha TeppuTopum Poccuinckom Oepepaunm
N NPUHAANEXUT POCCUNCKOMY
npasoobnagaTento.

MporpaMmmMHoe obecne4veHue,

He BKJ1toYeHHOe B peecTp MnHUNpPbI
Poccuu, 3anpeLleHo gonyckaTb

K 3aKynkam 419 rocygapCTBEHHbIX

N MYHUUMNANbHBIX HYX, @ TakXe
ONs 3Ha4YMMbIxX 0b6bekToB KW,

Peectp MuHnpomtopra Poccuu

Homep B peecTpe pocCnncKom
NPOMBbILLIEHHOW NPOAYKLMM
(MM 719) n peecTpe POCCUNCKOWM
PanMO31EKTPOHHOM MPOaYKLNM
(Mr878) — 10600408.
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JononHuTenbHble

noaornnMcCKu

Security Updates (SU) Stream Antivirus*

s O6HoBneHme MO s COOCTBEHHbBIV CUIrHATYPHbIN aHTUBMPYC

= O6HoBneHue 6a3 IPS (curHaTypsbl aTak) UserGate

= O6HoBneHme 6a3 FW L7 = OkcnepTtmnsa oT UserGate 1 CTOPOHHMX
(curHaTypbl MPUIOXEHNI) NCTOYHMKOB

= CTaHOapTHbIM NakeT TEXHNUYECKOM = AHTUMBMPYC paboTaeT Noka akTMBHa NognmMcka
noaaepxkm

B 6as3oByto nuueH3uno UserGate NGFW
BKJItOMEHa rogoBas nognmcka Ha SU.
MpoaneHne NOANNCKN NponcxoamT

Ha naTHOW OCHOBE.

Advanced Threat Protection (ATP)* Mail Security*
= [nyb6okni aHanns koHTeHTa (DCI) = [1poBepka NoYTOBOro Tpadumka
= QunbTpaums No KaTeropmsam C NOMOLLbIO Moayna aHTucnama UserGate

= [lognucka Ha cnuckn PockoMHagsopa

n MunHnctepcTBa tocTuumm PO
= YepHble 1 Benble cnnckmn
Moanucka Ha Mopdonormnyeckme 6asbl
ABTOMaTM4YeCcKoe 0H6HOBNEHME NOOMMCOK
Brnokumposka peknambl (AdBlock)
KoHTposnb 3a counanbHbiMmM CETAMM

Cluster

= beccpoyHaa nognuncka Ha paboTty UserGate
NGFW B pexume «knactep» p

* Heobxogmma akTuBHag nognucka Ha SU
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MNepepnHsas 3agHsas
naHesnb naHesb

F1 TlaHenb ynpaBneHus R1 VGA

F2 RJ451T76ut/c ona koHconn RS-232 R2 2 x BEHTMNATOPbI OX/TaXaeHuns

F3 2xUSB 2.0 Type-A R3 BkntoyeHne/BbIKIOYEHME MUTAHUS
F4 RJ451T76ut/c ongd moayna yoaneHHoro R4 bnok nutaHusa

ynpasneHus IPMI

F5 5xRJ451T76uTt/c ona nepegadn gaHHbIX
(2 napbl ¢ bypass)

F6 2 xSFP1T76uTt/c ona nepenayn gaHHbIX
F7 CnoT ong ycTaHOBKM CETEBbIX KapT

CoBmecTumble ceTeBblie kapTbl (NIC)

8 xRJ451T6uUT/C

4 x SFP1T6ut/c

4 x SFP+ 10 éut/c

4 x SFP+ 10 '6uTt/c (2 napsbl ¢ bypass)
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CnpaBka o napameTtpax
YCTPOMCTBA

AnnapaTHasg nnatdopma UserGate D200
COOTBETCTBYET TEXHUYECKNM YCIOBUSAM
PTN®.465235.031 1 npencrtasnsget cobom
TEXHNYECKOEe CPEACTBO, MPUMEHSAEMOE B CETAX
CBA3M, Ha 6ase KOTopOoro peannayeTca
NporpaMMHO-annapaTHbIM KOMMeKC:

= C OYHKLMSAMM KOHTPOMSA U GUNbTpaLmm
B COOTBETCTBUW C 3aAaHHbIMK NpaBuiaMm
NPOXOAALLNX Yepesd Hero MHGOPMALIMOHHbIX
NOTOKOB

= C GYHKUMSAMM MO OOHAPYXEHMIO
N MPEeOoTBPALLEHNIO BTOPXEH U

= MICMO/b3yeMbli B Liensix obecneyeHns
HekpunTorpaduyeckMmm MeTogamMmm 3aLLnTbl
NHbOPMALIMM OrPAHNYEHHOMO AOCTYNa

MHTepdenc ycTponcTBa COOTBETCTBYET
ctaHpapTam: IEEE 802.3, IEEE 802.3u, IEEE
802.3ab.

KoMnnekT
NOCTaBKW

NMAK UserGate D200
KoHconbHbIN kabenb
Kabenb nutaHusa
KpenneHue B CTONKy
(2 ywka, 6 BUHTOB)

B3aTtb Ha TecT
UserGate NGFW

KoHTakTHass MHbopmaums:

TenedoH: 8 (800) 500-40-32
KnuneHTtam: sales@usergate.ru
MapTHepaMm: partner@usergate.ru
MapkeTuHr: marketing@usergate.ru

© 2025 000 «kOzeprenT»
Bce npaBa3alunuieHbi

1 WwT.
T WwT.
1WwT.

T WwT.

MonesHble pecypcbl UserGate:

usergate.com/ru
t.me/usergatenews
rutube.ru/channel/24630896/
vk.com/usergaterus




