AypuT W uFactor
MHPOPMALIMOHHOM
6e30MnacHOCTH

n KOHcanTUHr UserGate

Bbu3Hec ocHOBaH Ha AaHHbIX

VHdopMaLmnoHHaa 6e3onacHOCTb nepecTana bbiTb YUCTO TEXHMYECKOM Npobnemon
1 Nepeluna B pas3pan Kputuyeckmnx bnsHec-3anad. VIHTennekTyanbHas co6CTBEHHOCTb,
nepcoHarsibHble JaHHble, PUHAHCOBbIE MOTOKM M BHYTPEHHME KOMMYHMKAaLIMK SBASIOTCS

CerofHs KtoYeBbiMU B13Hec-akTMBaMu. VIx yTpaTta paBHOCUIbHA MOTepe AeHer,
KOHKYPEHTHOI0 NpenMyLLECTBa M OBEPUS KIIMEHTOB, KOTOPbIE Bbl 3apabaTbliBasiv rogamMu. /

Kak 3alWwmuTnTb CBOM aKTUBbI?

CoBpeMeHHble KNHepyrpo3bl UMEKOT KOMIMIEKCHbIN XxapakTep. CnpaBUTbCA C HUMW CaMOCTOATENbHO
CTaHOBUTCA BCE croxHee. M faxe ecnv Bbl rOTOBbI MIHBECTMPOBATL B MHGOPMALIMOHHYO 6€30MacHOCTb
BalLen KoMMaHWK, KagpoBbli AedULMT Ha pbiHke B cTaBUT nog BONpOC LenecoobpasHOCTb 3TUX BIOXKEHUN.

[MpuBneyeHme npodeccroHanbHom VIb-koMaHabl MOXET CTaTb MPOCTbIM U 3PDEKTUBHbBIM PeLLIeHNEM
0151 TeX, KTO CTPEMUTCS K MaKCMMasIbHOW 3aLLMLLIEHHOCTY NPKY ONTUMAallbHOM YPOBHE 3aTpaT.

BbirogHee HaHATb CTOPOHHMX 3KCMEepPTOB, B apceHase KOTOPbIX TbiICAYM peasibHbIX KeMCOoB,
YyeM 3aTpaunBaTb BPEMS M PecypChbl Ha MOCTPOEHMEe BHYTPEHHeN cnyx6bl VB, nposepss cBoin 6usHec
Ha MPOYHOCTb MPU Kaxaon knbepaTtake.

LoBepbTe 6e3onacHocTb UFactor:

Cepsauc uFactor akkymynupyet 20-neTHioto akcnepTnay UserGate B o6nactu knbepbesonacHoCcTU. B Hallem apceHane
COBpPEMEHHbIE METO[bl 3aLLMTbI, ThICAYM HAKOMIEHHbIX MPaBUA 1 OMbIT, MOATBEPXAEHHbI HALMMU KIIMEHTaMU.

uFactor — aTo: DosepbTte uFactor
BbiCTpPauBaHue 1 nopaepxky MHpopmaLMoHHON
= KomaHpa akcnepToB. 6e3onacHOCTM Bawero 6usHeca, U Mbl:

MpodeccroHarnbl ¢ ry60KNMM 3HAHNSMK U OMNbITOM

PELLEHUS CIOXHbIX 33434 = BbiIBUM yA3BUMOCTW BaLlen NT-uHGpacTpyKTypbl

W 0aanM pekoMeHaaLmm Nno Ux yCTpaHeHuto.
= CepBUC 3KCNEepTUsbl.
AHanuna Ballen MHGPaCTPYKTYpPbl 415 BbiABNEHNS
cnabblx MECT M MOTEHLMaNbHbIX YA3BUMOCTEN.

= Hanagum adpdekTUBHbIE NPOLLECChI
NHDOPMaLMOHHON 6e30MacHOCTU.

= [loMOXeM 3aNTUTb Ball B13HecC oT GUHAHCOBLIX
= CoBpeMeHHbIe MHCTPYMEHTbI. noTepb, penyTaLNOHHbIX PUCKOB

ﬂepe,EI,OBble MHCTPYMEHTbI N METObI N KPUTUYECKNX MPOCTOEB.

0119 KPYTrNOCYTOYHOM Knbep3almnThl.

= lHauBUAyasnbHble peLleHus.
CnekTp ycnyr UMb, rmbko nogobpaHHbIn oA uenm
1 ocobeHHOCTHM Ballero busHeca.
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WJF uFactor
I

" BbidB/iIEHNE y§|3Bl/IMOCTel\/II = KOMIJ1IEKCHa4d OoueHKa apXnTeKTypbl 1 npoLeccoB b
Ha COOTBETCTBME Tpe6OBaHVIF|M CTaHOapTOoB

Ycnyrun n cepsucbl uFactor:

AHanus 3awmLeHHOCTH AyauT apxutekTypbl n npoueccos Ub

" KOHTPO/SIb 3aLUULLEHHOCTH
. .

* NOMCK NPU3HAKOB KOMMPOMETaLMM ncnosb3oBaHuMe best practices

npu NocTpoeHumn Nb-apxmtekTypbl

= MUHUMM3ALMSA NOCAEACTBUN MHUMAEHTOB VB - BCTpavBaHHe NpoLeccos VB B TekyLLYIo

0esTeNbHOCTb KOMMaHUm
AHanus BpegoHOCHOro koga

= peBEPC-UHXMHUPUHI — ONMcaHue cueHapms KoHcanTuHr
paboTbl BpegoHocHoro MO

= Pa360p BPEAOHOCHOM aKTUBHOCTH = KOHCY/bTUPOBaHWe 6usHeca no npoueccam Nb

o u Y
® PEKOMEHZALMM MO YCTPAHEHUIO MOCNeaCTBIA NnoBblLLIEHNE LI,MCprBOM rPaMOTHOCTN COTPYAHMKOB

aTaku C UCMonb3oBaHneM BpenoHocHoro MO = ONTMMM3ALNSA PECYPCOB, BblaenaemMblix Ha Nb
PaccnepoBaHne MHUMAOEHTOB VirtualCISO

= cHOOp OaHHbIX, CBA3aHHbIX C MHLMOEHTOM = Bble/IeHHbIN COTPYOHNK C POoJibio anpekTopa no b
= pa3bop NpounsoLLeaLmnx cobbiTuin = KOHCY/bTaLMM C 3KCMepTaMmu ToMn-ypOoBHS

= aHaNM3 CKOMMPOMETMPOBAHHbIX aKTUBOB = yrpaBfieHne BHyTpeHHel Ib-komaHaom

= pekoMeHgauunm no yCctpaHeHuo yF|3Bl/IMOCTeVI, v npoueccamut Ha nocToAHHOM 0CHOBE

KOTOpPbIE MPUBEIN K MHLUMAEHTY

CospaBas ycnosus g 6e3onacHom paboTbl LMppPOBbIX CUCTEM,
Mbl NOCTaB/IEM KSIMEHTAM IMaBHYIO LLeHHOCTb — [Skle]jElel (o] i
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KoHTakTHas nHdopmaums: MonesHble pecypcbl UserGate:
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