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1. OBIIASA XAPAKTEPUCTHUKA ITPOI'PAMMBbI

JlononHuTenbHas  npodeccHOHaNbHas MporpaMma  IOBBIMIEHUS  KBalupuKanuu
«UG.NGFW7.WN Hogrsie Bo3moxkxaoct UGOS7.1 1151 OMBITHBIX aJMUHUCTPATOPOBY (Z1anee —
nporpamma), pazpadotannas cnermanuctamu OO0 «HO3epreit, mpeacTaBiseT co00i KOMIIEKC
OCHOBHBIX XapaKTEPUCTUK OOpa3oBaHUs, OPTaHU3AIMOHHO-INIEArOTUYECKUX YCIOBUM U (popMm
aTTeCTalNH, pa3pabOTaHHBIN ¢ YYETOM aKTyaJIbHBIX TPEOOBAHUI HOPMATUBHBIX MTPABOBBIX aKTOB
B chepe oOpa3oBaHus, a TAKKE MPOTHO3UPYEMBIX TOTPEOHOCTEH 3aKa3uMKOB 00pPa30BaATEIbHBIX
YCIIYT.

[Iporpamma ycrtaHaBnuBaeT 00BEM, GOpMy U TOpPSIAOK MPOBENCHUS MOATOTOBKH
o0ydJaromuxcsi ¢ UeJIbl0 TOJNyYeHHUs CIyHIaTeldsMH 3HaHHWi, HABBIKOB, KOMIIETEHIUH,
Pa3BUBAEMBIX CIIOCOOHOCTEH M TOTOBHOCTH K BBITTOJTHEHUIO MTPOPECCHOHANBHBIX U UHBIX BUIOB
JeSATEIbHOCTH.

ConepkaHue MpOTpaMMBI MPEACTaBICHO YYEOHBIM IUTAHOM, KaJEHIAPHBIM YYEOHBIM
rpaduKoM, COACpKaHUEM MOATOTOBKU (pabouell MporpaMMoii), IJIaHUPYEMBIMHU Pe3ysIbTaTaMu
OCBOEHHUS MPOrPAMMBI, CHCTEMOH OILIEHKH PE3yJbTaTOB OCBOEHUS MPOrPaMMBbI, YCIOBUSIMU
peanu3anyu MporpaMmel.

[Iporpamma HOCUT MPaKTUKO-OPUEHTUPOBAHHBIN XapakTep, Tak kak 0osee 50% yueOHOTro
BPEMEHHM OTBOJAUTCS Ha (POpMUpPOBAHHME TMPAKTUUYECKUX HABBIKOB, HEOOXOIUMBIX B
npodeccuoHaIbHOM NeATeIbHOCTH CIyIaTeNeH.

1.1. HopmaTuBHBbIe IPaBOBbIe 0CHOBAHUS Pa3padoTKU NPOrpaMMbI

CtpykTypa W cojlepXkaHU€ NPOrpaMMbl OIPEIENEHbl CIEAYIOIIUMH HOPMAaTUBHBIMHU
IIPaBOBBIMU aKTaMHU:

@enepanbHblil 3ak0H 0T 29 nekadps 2012 r. Ne 273-D3 «O0 obpazoBanuu B Poccuiickoit
denepaunny;

[ToctanoBnenue IlpaBurensctBa Poccuiickoit deneparuu ot 11 okTs16ps 2023 1. Ne 1678
«O6  ytBepxkaenuun  IlpaBunm  mpUMEHEHUsS ~ OpPraHM3alMsIMH,  OCYIIECTBISIOLIMMHU
0o0pa3oBaTeNbHYIO ACSITEIbHOCTD, 3JIEKTPOHHOTO 00yUeHHs, NUCTAaHIIMOHHBIX 00pa30BaTEeNbHbIX
TEXHOJIOTUH MpHU peaau3alui 00pa3oBaTeIbHbIX IPOrpaMm»;

ITpuka3 MunucTepcTBa Hayku U Bbiciiero oopasosanus Poccuiickoit ®deaepaunn ot 24
mapta 2025 1. Ne 266 «OO06 ytBepxnaenun Ilopsaka opraHusanuM W OCYLIECTBIICHUS
00pa3oBaTeNbHOM IEATENHHOCTH MO AOMOTHUTENBHBIM MPOGECCHOHATBFHBIM MPOTPAMMaMy;

[Ipuka3z MuHucTepcTBa Tpyla M collMadbHOM 3anmmuThl Poccuiickoit deneparuu ot 12
anpens 2013 1. Ne 1481 «O yTBepk1eHUU ypOBHEH KBaTU(UKALIMI B LIETAX pa3pabOoTKU MPOEKTOB
poeCCUOHATBHBIX CTAHAAPTOBY.

[Inanupyemble pe3ynbTaThl W COJAEpKAHUE TMPOTpaMMbl ONPENEICHbl C Yy4EeTOM
TpeboBaHuil mpodeccuoHanpHoro crangapra «CHenuanucT 1Mo aJMUHUCTPUPOBAHUIO CETEBBIX
YCTPOHCTB  MH(MOPMAIIMOHHO-KOMMYHHMKAIIMOHHBIX  CETEei»,  yTBEPXKACHHOTO  INPHUKA30M
MunucrtepcTBa Tpyaa U coluanbHOM 3aumThl Poccuiickoit @eneparuu ot 05 okTsaops 2015 1.
Ne686H.

1.2.001acTh NpUMEHEHHUS NPOrPAMMBI
[Iporpamma mpenHasHaueHa s MOJATOTOBKM  CIELMAIUCTOB, OTBEYAIOLIMX 32
oOecreyeHre TEXHUUECKON MOAIEPIKKH, YCTAHOBKY ¥ a AIMMHUCTPUPOBAHUE MEKCETEBBIX SKPAHOB
UserGate Bepcuu 7.

1.3.KaTeropum ciaymareJsei

K ocBoeHuto mporpaMMmbl [JOMyCKarOTCS JIMLA, HMEIOLINE/TOMyYaloue cpeaHee
npo(ecCHOHAIBHOE MM BbICIIEE O00pa3oBaHHE, [JONOJIHUTEIBHOE HPO(ECCHOHAIBHOE



oOpa3zoBaHue B 00beMe Kypca noBblmieHMs kBanuukauun «UG6P01 AagmunHucTpupoBaHue
MexceTeBbIX IKpaHoB UserGate 6»

Kareropus cnymateneii: ceTeBble HH)KEHEPBI, CETEBbIE aJIMUHUCTPATOPHI U CHCTEMHBIE
WHXEHEpPbl, TeXHUYECKHE CIENHATUCThl OTAeNia SKCIUTyaTallid CEeTH, CHEIUaTNCThl OTAesa
MOHUTOPHHTA U pearupoBaHus HA UHIIUECHTH HHPOPMALIMOHHON 6€30TIaCHOCTH.

J1st mpox0sKIeHNs Kypca HeoOXOAUMBI:

- 3HaHu ceTeBBIX Mojeleii ISO/OSI u TCP/IP;

- 3HAHUSI OCHOBHBIX ceTeBbIX nmpoTokosioB [P, TCP, UDP, DNS, DHCP, HTTP, HTTPS, FTP, SSH
H IPYTHX;

- 3HAHUS MPUHIUIIOB paboThl mpoTokona I[P u [P-mapmpyTuzanuu (cTaTuueckasi 1 JUHAMHYeCcKas
MapIpyTU3alus, IIUTI03 0 yMostyaHuto, [P-agpecanus, macka nojacern);

- 0a3oBble 3HAHUS IMPOLIECCOB AayTEHTHU(GHUKAUU M aBTOPU3ALMHM M COOTBETCTBYIOIIUX
IIPOTOKOJIOB;

- MOHUMaHHUE KOHIIETIIUH MEXCETEBOT0 YKPAHUPOBAHHUS;

- OMBIT PabOTHI C ONEPAIMOHHBIMU cUcTeMaMH Ha O0aze Windows u/minu Linux, a TakKe OIBIT
paboThl B KOMaHIHOM CTPOKE.

1.4.00bem 1 BHABI Y4eOHOI 1eATEeJIbHOCTH, ()opMa 00yUeHust

Buj yueOHoM aestenbHOCTH Bcero akageMuyeckux 4yacoB
OO61mas TpyA0€MKOCTh IPOrPaMMbL 24
Jleknuu 10
JlaGopatopHble pabOThI 13
Hrorosas aTrectanus 1

@opma o00yuenusn: O4YHAs C UCIOJIb30BAHMEM JHCTAHLMOHHBIX OOpa3oBaTEIbHbBIX
TEXHOJIOTUH U IEKTPOHHOI0 00yUYeHUs

1.5. tI)opMa AOKYMEHTA, BbIAABA€CMOI'0 110 pe3yJibTaTaM 0CBOCHUSA IPOIrpaMMbI

OOyu4aromemycsi, OCBOMBILEMY 00pa30BaTeNIbHYI0 TPOrpamMMy B IIOJHOM O0beMe |
YCIEUIHO CJaBIIEMy HWTOTOBYIO aTTECTAIMIO, BBIIACTCS JIOKYMEHT O KBalu(UKAUU —
YJOCTOBEPEHHE O TOBBIINICHUN KBAaTU(UKAIUN, CBEICHUAS O KOTOPOM BHOCSTCS B DeepanbHbIii
peecTp CBeIeHUN O MOKyMEHTax 00 0Opa3oBaHWMU W (WJIM) O KBamu(UKAIMU, JOKyMEHTax 00
o0yueHumu.

OO6yuJaroniemycs, mpouieameMy 00y4eHHUE 10 YaCcTH MPOrPAMMBbI H/HIIH HE MPOIICAIIEMY
UTOTOBYIO QTTECTAIIMIO, WM MPOILICIIIEMY UTOTOBYIO ATTECTAIMIO C HEYIOBICTBOPUTEIBHBIM
pesynbTatoMm, Beiiaercs CrnpaBka 006 00y4eHHH yCTaHOBIEHHOTO 00pasia.

1.6. Ilesib ¥ IJIaHUpPYeMble Pe3yJIbTAThI 0CBOEHHS IIPOrPaMMBbI

Ilenvio npocpammer SBISETCS COBEPLICHCTBOBAHME M (WJIM) TMOJYyYEHHUE HOBBIX
KOMITETCHINI, HEOOXOMUMBIX [UIsi NPO(PECCHOHAIBHON NEATEIBHOCTH CIEUaINCTa IO
aJIMHHUCTPUPOBAHUIO CETEBBIX YCTPOWUCTB HH(POPMAITMOHHO-KOMMYHUKAITUOHHBIX CETEH,
rcnoJib3yroniero npoayktel UserGate 7.



ITnanupyemoie pesynomamor (C yderoM TpeOoBaHUN NpodeccHoHanbHOro craHaapTa «CHenualucT Mo aJAMUHHCTPUPOBAHUIO CETEBBIX
YCTPOICTB UHPOPMAILIMOHHO-KOMMYHHUKALIMOHHBIX CETEM»):

Ilpogpeccuonanvroie
Komnemenyuu,
coéepuleHCme08anue/0ceo0enue

CUCTEM;

o aIMUHUCTPUPOBAHHUS
IIPOLECCA YCTAHOBKHU CETEBBIX
JJIEMEHTOB;

o OIICHKHU 0€30MacHOCTH U
3aIIMTHI IPUIOKEHUN OT
HECAHKI[MOHUPOBAHHOIO J0CTYIIA;
o IIJIAHUPOBAHUS 3ALLMTHI
OIIEPALIMOHHBIX CUCTEM OT
HECAHKI[MOHUPOBAHHOT'O JOCTYyNa

0a30BBIX MAPAMETPOB U TTAPAMETPOB
3aIIUTHl OT HECAHKIIMOHUPOBAHHOT'O
JIOCTyTIa K ONEepalMOHHBIM
CUCTEMaM;

° napameTpu3upoBaTh
MPOTOKOJIbI KAHAJIBHOTO, CETEBOTO U
TPAHCHIOPTHOTO YPOBHS MOJIEIHU
B3aUMOJICCTBUS OTKPBITBIX CUCTEM;
° M0JIb30BaThCSI HOPMATUBHO-
TEXHUYECKOU JOKYMEHTAIIUEN B
00sacTi THPOKOMMYHHKAITHOHHBIX
TEXHOJIOTHH

IIK-2. YcTaHoBKa crienuaibHbBIX
CPEACTB YNPABICHUS
0€30I1aCHOCTBIO
aIMUHUCTPUPYEMOU CETU

o YCTaHOBKH
CHEeLUATU3UPOBAHHBIX
MPOTPAMMHBIX CPEJICTB 3AIIUTHI
CETEeBBIX YCTPONUCTB
aIMUHHUCTPUPYEMOM CETH OT
HECAaHKIIMOHUPOBAHHOTO TOCTYyIa

. YUYUTBIBATh U OTPAKATH B
KOH(UI'ypaluM CETEBbIX yCTPOICTB
TEXHOJIOTMYECKUE CTAHAAPTHI
OpraHu3aluy;

. YUYUTBIBATh U OTPAKATH B
KOH(UT'ypaluM CETEeBbIX yCTPOICTB
CTaHapThl 0€30M1aCHOCTH;

Ilpakmuueckuit onsim Ymenun 3nanun
KOmopwvix npoucxooum 6
pe3ynvmame o0yuenun no
npozpamme

IIK-1. Onpenenenue napaMmeTpoB . TEXHUYECKON MOIEPIKKH, . IPUMEHSATH METOIbI . IPHHIMIIBI
0e30MaCHOCTH U 3aLIUThI AIMHAHUCTPUPOBAHNA, YIIPABJICHUSA CCTEBBIMM (YHKLIMOHMPOBAHUS CETEBBIX
IPOrpaMMHOI0 00eCHeYeHHUs IIPOTPaMMHUPOBAHUS yCTPOUCTB YCTpOUCTBaMU; anmapaTHBIX CPEACTB;
CETEBBIX YCTPOUCTB MH(POKOMMYHUKAIHOHHBIX o OPUMEHATh METO/IbI 3a1aHU ° IPOTOKOJIbI KaHAJILHOT O,

CETEBOIr0, TPAHCIIOPTHOTO U
IIPUKJIAJHOTO YPOBHEH MOJIEIN
B3aUMOJIEHCTBUS OTKPBITHIX
CHUCTEM;

o o01ye NPUHIMIIBI
(YHKLIMOHUPOBAHHUS aNNapaTHBIX,
IIPOTPaMMHBIX U IIPOrPAMMHO-
anmnapaTHbIX CPEICTB
aIMUHUCTPUPYEMOU CETH;

o IIPOTOKOJIBI KAHAJIBHOTO,
CETEBOr0, TPAHCIIOPTHOTO U
IIPUKJIATHOTO YPOBHEN MOJAEIIH
B3aUMOJIEHCTBUS OTKPBITHIX
CHUCTEM;

° monens ISO misg
yIpaBJICHUS CETEBBIM TpaUKOM;
° KJ1accupuKaius

ONCPALMOHHBIX CUCTCM COI'JIACHO
Kj1accaM 6630HaCHOCTI/I;




Ilpogpeccuonanvnvie
Komnemenuyuu,
cosepuieHcmeosanue/oceoenue

IlIpakmuueckuii onvim Ymenun 3nanun
KOomopuix npoucxooum 6
pesyibmame o0yuenusn no
npozpamme
o HACTpauBaTh IapaMeETPHI o MHCTPYKLIHH 110
COBPEMEHHBIX IIPOIPAMMHO- JKCIUTyaTaluu
anmnapaTHbIX MEXCETEBBIX JKPAHOB; | aAMUHHUCTPUPYEMOTO
o NPUMCHSTD armapaTHbIC nporpaMMHOIO 06ecnequI/I;1;
CpPE/ICTBA 3aIUThHI CETEBBIX . IIPOTOKOJIbI KAHAJIBHOTO,

YCTPOMCTB OT
HECAaHKIMOHUPOBAHHOT'O JJOCTYyTa

CETEeBOT0, TPAHCIIOPTHOTO U
MIPHKIIAJTHOTO YPOBHEH MOIEIH
B3aMMO/ICHCTBUS OTKPBITHIX
CHCTEM;

J periiaMeHTHI TIPOBEICHUS
npoduIakTHIecKux paboT Ha
aJIMUHUCTPUPYEMOI
WH(POKOMMYHHUKAIMOHHOM
CUCTEME;

. KJIaCCH(UKALIHIO
OTIePaIMOHHBIX CHCTEM COTJIACHO
KJ1accaM 0e30MacHOCTH.




2. CTPYKTYPA U COAEP KAHUME INPOI'PAMMBI

2.1. Y4eOHBIN MJIaH
B TOM YHCIIE Bun
No Bcero
HasBanue moayns , | mabopaTtopHsble KOHTPOJIS,
n/a YacoB | JIEKLUHU KOHTPOJIb
paboThI dbopma
1, | Moayxe 1. O630p 5 2 3 02 TIA3
HOBBIX (DYHKITUI»
Mopyns 2. CeteBoi
2. | MOHUTOPHUHT U 3 1 2 0 ITA
IUArHOCTHUKA
Monyns 3. HoBbie
3. | BO3MOXHOCTH IIOJIUTUK 5 2 3 0 1A
ceTu 1 0€30ITaCHOCTH
Monyisb 4.
4 Texuonorus User ID 4 | 3 0 A
JUTSL UICHTU(PUKALIUN
oJIb30BaTejIeh
Mopyns 5.
5 Ceprtudukatsl, 4 ) 5 0 A
WHCHeKTUpoBaHue SSL
u SSH
Monyns 6. HoBbie
6. MexaHu3Mbl B VPN 2 1 I 0 A
NA*,
7. | Urorosas arrectanusa 1 0 0 1
TECTUPOBAHHE
HTroro 24 10 13 1

! Bo3MOXHO HCIOJIB30BAaHUE JUCTAHIIMOHHBIX OOPA30BATENBHBIX TEXHONOTHH (0OyueHHE B

OHJIAliH WU O(aliH-pexnMe)

2 KoHTpOJIb IPOBOIUTCS B (POPME 3aueTa pe3ysibTaTOB BHITOJHEHHUS Ja00PATOPHBIX PadoT, uToO HE
TpeOyeT BbIACNIeHNs BpEMEHHU Ha €ro MpOoBeIeHUE

3 TIpoMeKyToUHAst aTTECTAIHS

4 YItoroBas aTTecTalus




2.2. Kauaennapubiii yueOHblii rpadguk

OOpa3oBarTenapHbIl IPOLECC OCYLIECTBISIETCS B TEUEHUE BCETO KaJIEHJIApHOTO rojaa B
3aBUCHUMOCTH OT Habopa rpymnimsl.

Cpoxk 0CBOEHHSI TPOTrpaMMBbI COCTaBIISIET 24 akaJeMUYECKHX Yaca.

[lepuon peanuszanuy OporpaMMbl — He MeHee 3 y4eOHBIX JHEW B COOTBETCTBHH C
pacnucaHueM 3aHATUH.

[TponoskuTeIbHOCTD yueOHOrO THS — He OoJiee 8 akageMUYeCKHUX YacoB.

Jnga Bcex BHJIOB ayJAMTOPHBIX 3aHATHH | aKageMHYECKHMH dYac YCTaHABJIMBAETCS
MIPOJIOJKUTEIBHOCTBIO 45 MUHYT.

V4eOuble 1HU BCEro
HaumenoBanue Momyms
1 nenp 2 neHbp 3 neHb
Jleknusa- 2 4.
L gloﬂyﬂbvl' 00630p HOBBIX I — s
YHIHHH paboThI -3 4.
Mopyns 2. CeTeBoii Jlexknusa- 1 .
2. | MOHUTOPHUHT U JlaGopartopHbie 3
IUarHOCTHKA paboTeI -2 4.
Monyns 3. HoBrbie Jleknusg- 2 4.
3. | BO3MOHOCTH MOJUTHK Jlabopartopusie 5
cetu ¥ 0€30MacHOCTH paboThl -3 4.
Mopynsb 4. TexHonorus Texuns- 1 1.
User ID s JlaGoparopHast
4. UIeHTU(DUKAITUN B TR a0o0TEI -1 4 4
. paboTsl -2 4. p ’
10JIb30BaTese
Monyns 5. Ceptudukarsi, Jlekmus- 2 4.
5. | uHcnektupoBanue SSL u JlaGopartopHbie 4
SSH paboThI -2 4.
;| Moy .o ot
" | Mmexanu3mel B VPN
paboTsl -1 4.
7. | Urorosas arrecranus TeCTHIi?IBaHHe 1
HUTOTIO 8 8 8




2. Ilpunnuns! HacTporku IKEv2 VPN

2.3. PabGouasi nporpaMmma Kypca
Hamumenosanue Coaep:xanue JieKnuii, TeMbI JJa00PATOPHBIX padoT Obnem
MoayJIeit ’ (ak.uac.)
Moayas 1. O630p Jlexyus «0030p HOBLIX (DYHKYUTLLY.
HOBBIX QYHKIUI 1. Kpatkwuit 0630p HOBBIX (pyHKIHH UGOS7
2. Hurepdetic komananoi ctpoku (CLI)
3. Kunacrepst u3 CLI o)
4. Asrtomartuzauus pa3BepTbhiBaHMs ¢ nomouibto Cloud-
Init
5. Platform Management Controller CLI
Jlabopamopuas paboma « Ycmanoeka u 6azoseas 15
HACMPOUKa»’ ’
Jlabopamopuas paboma «Paboma ¢ kiacmepamuy 1,5
Monyas 2. CeteBoii | jjexyusn « Cemesoii monumopune u duaeHocmukay.
MOHHTOPHHI' X 1. Hurtepdodeiicel u Tpaduk 1
AUATHOCTHKA. 2. MapumpyTusanus
3. IIporokon LLDP
Jlabopamopuas paboma « Cemesas kongueypayus u 2
OUACHOCTUKA»
Mopnyas 3. HoBble | Jlekyus «Hogvle 603moocHocmu noiumux cemu u
BO3MOSKHOCTH besonacHocmuy.
MOJIMTHK CEeTH H 1. Hoseie Bo3amoxuoctu GUI u paznena bubanoreku
0€e30MacHOCTH 2. 0630p UserGate Policy Language 2
3. IlonuTHka MEXKCETEBOTO IKpaHa
4. 0630p UserGate Application and Security Language
5. H3meHeHus B MONIUTHKAX 0€30MaCHOCTH
Jlabopamopuas paboma «Ilonumuxu cemuy 1,5
Jlabopamopuas paboma « Cepmughuxamut, 15
uncnexmuposarue SSLy» ’
MonyJs 4. Jexyus « Texnonoeus User ID 011 uoenmughuxayuu
Texnosaorus User nonv3oeamereiy.
ID nasn 1. O630p UserID 1
HACHTH(PUKANUU 2. Bueapenue UserlD
roApsopateIen Jlabopamopuas paboma « oenmugukayuu norvzosamenetl 3
c ucnoavzoganuem UserlDy
Moayas 5 Jexyusn « Cepmugpuxamol, uncnekmupoearue SSL u SSH»
Cepruduxarsl, 1. IIpumenenwue ceptudukatoB B NGFW
HHCTIEKTHPOBAaHUE 2. HWncnextupoBanue SSL 2
SSL u SSH 3. HncnextupoBanue SSH
Jlabopamopuas paboma « Cepmughuxamul, )
uncnexmuposanue SSL u SSH»
Moayas 6. HoBble | Jlexyus «Hoevie mexanuzmot 6 VPNy.
MexaHu3Mbl B VPN 1. Ilomnmepxka IKEv2 1

> 3nech W Janee LeNH, 3a7a4d M COJEp)KaHHe JTabopaTOpHBIX PabOT OMUCAHBI B KOMILIEKTE
MeTtonn4eckix MaTepHajIoB, sIBJISIOLMXCS 00s13aTeIbHBIM IIPHII0KEHUEM K IIpOrpaMMe.

9




HaumeHoBaHue . Oo0bem
N Copnepxanue JeKIUi, TeMbI J1a00PATOPHBIX padoT
MOAYJIeH (ak.4ac.)
Jlabopamopuas paboma «Texnonocuu VPN» 1
2.4. KoHTpoJb U OLIeHKA Pe3yJbTATOB OCBOEHHUS Kypca
KonTponbs 3HaHuN — KauecTBEHHas OLlEHKa Mpollecca yCBOCHUs 3HaHMUA. KoHTponb

JOJIKEeH OBbITh BCECTOPOHHHUM, CHUCTEMATHUYHBIM, AU(PEepeHIUpPOBAHHBIM, WHAUBUAYAJIbHBIM,
OOBEKTUBHBIM.

B npouecce peanuzamun nporpaMMbl UCIIOJIB3YETCS OLIEHOYHBIE MPOLEAYPbl TEKYLIETO
KOHTPOJIs, TPOMEKYTOYHON U UTOTOBOM aTTECTAllUH.

@opMBl MPOBEACHHSI TEKYIIETO KOHTPOJISI BBIOMPAIOTCS TMPENOJaBaTeieM C y4eTOM
cnenuGuKd H3y4aeMoro Marepuaia, MOJTOTOBJICHHOCTH TPYIIbI M YCIOBHHA OpraHu3aluu
oOpa3oBaTenbHOTO Tpolecca. Kak mpaBuiao TeKymUid KOHTPOJIb NPOBOAMUTCA B (opme
(POHTATIBHOTO OIpOca MPHU MEPEXOJIE OT OJHOU TEMBI (UJTU €€ YaCTH) K IPYTOil.

[IpomexyTouHasg arrecTanuss NPOBOAUTCA IO 3aBEPIICHUM OTAEJIBHBIX pa3/iesioB
pOrpaMMbI B pOpMe CYMMApHOTO 3a4eTa Pe3yIbTaTOB BHITIOTHEHHS 1a00paTOPHBIX padoT (1ew,
3a/la4il U COJepKaHUe JTa0OPaTOPHBIX paboT MpuBeneHO B METOIUYECKUX PEKOMEHAANUIX K
porpaMme).

Kputepuu orieHku 1abopaTOpHBIX pabOT (SKCIEpTHAS OLIEHKA):

- IIPAaBUWIBLHOCTH BBIITOJIHEHUS IEPBOHAYAIBHON HACTPOWKY;

- CO3JaHMe KiacTepa KOHPHUTYpallMd U OTKA30yCTOWYHMBOCTH U3 HHTEpdeiica
KOMaHJIHOW CTPOKH;

- CO3JIaHKE ITOJIMTUK CETH ¢ MOMOIILI0 s361ka UPL;

- ONTUMU3ALIMS MOJTUTUK O0€30MaCHOCTH;

- obecrnieueHrne naACHTU(PHUKAIINN TTOJIB30BaTENeH ¢ moMoIIbio TexHomoruu UserlD;

- HacTporika VPN-TyHHenen caT-cair;

- UCII0JIb30BaHKE B paboTe CPEACTB AMATHOCTUKU U MOHUTOPUHTA.

HUrtorosasa arrecragvsa IMpPOBOAUTCA Ha OCHOBC [MPHUHIUIIOB OOBEKTUBHOCTH U
HE3aBUCHUMOCTH OLCHKU Ka4dyeCTBA IIOATOTOBKHU 06yqafon11/1x05[. K wurorosoi arTTecTannuu
JOIYCKATCS 00yYaroIIuecs, MOJTHOCTRIO MPOMISANINE MPOrpaMMy B COOTBETCTBUH C YUCOHBIM
IJIaHOM, HUMCHOMIUC TOJOXUTCIBHBIC PE3YJbTATELI MO BCEM IMpoHcAypaM HpOMe)KYTO‘-IHOI\/JI
aTrTeCcTalnu.

HpI/I MNPOBCACHUN TCCTUPOBAHHWA B NMHUCbMCHHOM BHUAC PE3YJIbTATBI MPOXOKACHUA TCCTA
OOBSIBIIIIOTCS MPETIOIaBaTeIeM Ha 3aHATHHU Cpasy Mociie MPOBEPKU TECTOBBIX 3a/1aHUH.

HpI/I MNpOBCACHUHA KOMIIBIOTCPHOTO TCCTUPOBAHUA A0CTyIl K TCCTUPOBAHUIO
06yqalomer005{ OCYHICCTBIIACTCA YCpPEC3 JIOTUH W MApOJib, IMMOJNYUYCHHBIMHU IIPH aBTOPpHU3aAlIUN B
CUCTEME UCTaHIIMOHHOro 00yueHus. [loncuer 6annoB, HAOpaHHBIX B PE3YyIbTATE IPOXOKIECHUS
TCCTA, IMPOU3BOJUTCSA ABTOMATHYCCKHU. I[aHHBIC PE3YJIbTATOB KOMIIBIOTCPHOI'O TCCTUPOBAHUA
AOCTYITHBIL O6y‘-IaIOH_[CMyC$[, npenoaaBaTciiro, aJMUHUCTPATOPY CUCTEMBI IAUCTAHLIMOHHOTO
oOyueHusi. Pe3ynbTaThl WTOrOBOTO KOMITBIOTEPHOTO TECTUPOBAHHUSI XPaHATCS B CHCTEME
JMCTaHIIMOHHOTO OOyUYEeHHS B TCUCHUE 4 JIeT.

Kputepuu olleHKH 3HaHUH CITyIIaTeNied pu MPOBEICHUN TECTHPOBAHHMS:

YcnemHo npomeamuM TCCTUPOBAHUC W MPOMECKYTOUHYIO ATTCCTAIHUIO CYUHUTACTCA
oOyuatomuiics, HabpaBwmii 10 u 6onee 6amioB u3 20 BOZMOKHBIX.

KonunuecTBo nmonbiToK: HE O0JI€E TPEX.

MakcuManabHOEe BpeMs IIPOXOKICHHUs TecTa: | ak. vac.
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3. YCJIOBUSA PEAJIN3ALIUU ITPOT'PAMMBI
3.1. Opranuzanus 00pa3oBaTeJIbHOIO MpoLecca

Peanuzanus mnporpammsl IpejronaraeT CodeTaHue JIEKIMOHHBIX U J1abopaTOpHBIX
3aHATHH, a TAKXKE CAMOCTOSITEIbHOE U3y4EHHE YUEOHOro U y4eOHO-METOAMYECKOIO MaTepHania.

B Hauane wu3yuyeHus KaXIOro MOIYJIS HPOBOASTCA JEKLUUH, KOTOPBIE IO3BOJSIOT
CylIaTeNsiM MOJY4YUTh HHGOpPMAIMIO U ONpeNeNuTh MOAXOAbl K PpEeLIeHHIo 3ajad,
IpeyCMOTPEHHBIX J1aO0paTOpHBIMU paboTaMu. JIEKIIMN B OJTHOM 00beMe MOTYT MPOBOIUTHCS
OYHO WJIM C UCHOJIB30BAHUEM JIUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH.

ITocne wu3yueHHs TEOPETUYECKOrO MaTepuala IO KakKAOMY MOAYJIO CIIyHIaTesn
MHMBUYaIbHO BBIIOIHSIOT JabopaTopHble paboThl. JIJabopaTopHbie pabOThl BHIIOIHSAIOTCS O
KOHTpoJieM mpenogasarens. CiyliaTenab JONYCKaeTcs [0  BBIIOJHEHHS — CIELYHOLICH
1a60paTopHON pabOTHI TOJIBKO MOCJIE MPABUIBHOTO BBHIIOIHEHUS MPEAbLIYIIEH.

[Tporpammoii npeamnosaratoTcs Cieayonre YpoBHE OCBOCHHSI yueOHOTO MaTepHana:

— 03HAKOMUTEJIbHBIH (Y3HaBaHHE paHee U3YUYEHHBIX 00OBEKTOB, CBOMCTB);

— PEenpOAYKTUBHBIN (BBIOJIHEHUE JEATEIBHOCTH MO 00pas3lly, MHCTPYKUUU WIH TOJ
PYKOBOJICTBOM).

I[Ipn  peanuzauuum  OporpaMMbl  HEOOXOOUMO  Haluuyue  MHPOPMAIMOHHO-
KOMMYHHMKAIMOHHBIX PECYpCOB, Y4Y€OHBIX, YUEOHO-METOAMYECKHX, CIPAaBOYHBIX M HHBIX
NE€YaTHBIX U 3JIEKTPOHHBIX U3JIaHUH, Y4EOHO-METOUUECKON JOKyMEHTALIMHU U MAaTEPUAJIOB.

OneHOuHbBIMM MaTepHuajgaMHu [0 MIporpamMMe SIBJISIFOTCS MaTepHaibl JUIsl MPOBEACHUS
1a60paTOPHBIX pabOT U TECTHI, GOPMUPYEMBIE U UCITIOJIb3YEMbIE MPU TPOMEKYTOUHON U UTOTOBOM
aTTeCcTalluu.

MeronnyeckuMHU MaTepuajaMu K IpOorpaMMme SBISIOTCS MHCTPYKIMH IPOU3BOAUTENS
IIPOTPaMMHBIX NPOAYKTOB, PYKOBOJCTBA I0JIb30BaTelNs, Apyras CIpaBOYHO-MH(POPMALMOHHAS

auTepaTypa.

3.2. KaapoBoe o0ecneyenne peajiu3alu NPporpaMmmbl

KanpoBble ycinoBus peaim3alud MpOrpaMMBbl JOJKHBI OOECHEUHUTh €€ pealu3aluio B
II0JIHOM 00BbeMe, C HaJUIeKAIIUM KaueCTBOM, a TaKKe 00eCNeYUTh COOTBETCTBUE IMPUMEHSIEMbIX
(dopM, CpesICTB U METOJI0B 00y4EeHUsI 0COOEHHOCTSIM YPOBHSI CTapTOBOM MOJTOTOBKH, HHTEpECaM
U IOTPEOHOCTSAM 00yUaroLXCsl.

[IpenonaBatenu, peanusyromnme o0pa3oBaTeNbHYIO MPOTPAMMY, JOJKHBI YIOBIETBOPSTH
KBIH(UKAIIMOHHBIM TpeboBaHusM EuHOro KBanu(UKallMOHHOTO CIPAaBOYHHKA JTOJKHOCTEH
PYKOBOJIUTENEH, CICNHATUCTOB U CIYXAIlUX, YTBEPXKACHHOTO NpHKa3oM MUHUCTEpCTBa
3IpaBOOXPAHEHUS U couHanbHOTO pas3Butus Poccuiickont ®@enepaunu ot 26.08.2010 Ne 761n
(paznen «KBanndukaMoOHHBIE XapaKTEPUCTUKH JIOJHKHOCTEH paOOTHUKOB 00Pa30BaHUM ).

JlononHuTenbHBIM 00s3aTeIbHBIM TpeOOBAaHUMEM K MEJarorM4ecKuM Kajpam SBISETCS
HaJIM4YMEe OTbITa pabOTHl C MPOrPaMMHBIMH M amnmapaTHbIMU mpoayktamu UserGate, a Takxke
cTaryc cepTuduuupoBaHHOro HHCTpyKTopa UserGate U akkpenuTaius Ha MPOBEACHIE JaHHOTO
Kypca.

Jnst mpoBeneHusl pa3UYHBIX BHUJIOB 3aHITUHA IO OTACIBHBIM JHCIUIUIMHAM (TEMaM),
MOTYT TIPHBJIEKATHCSI B KaueCTBE OKCIEPTOB, KOHCYJIHTAHTOB BBICOKOKBUIH(HUIIMPOBAHHBIC
CHEIUATHUCTBI, UMEIOIINE OTBIT pa0OTHI 10 HAIIPABJICHUIO IPOTPAMMBI.

3.3. MarepuanbHo-TeXHUYECKOE o0ecnieuyeHue

Jns mpoBeAeHHS JICKIMOHHBIX 3aHATUN OpTraHW3anus obOecredynBaeT 0O0OpPYIOBAHHYIO
yueOHOI MeOenblo ay TMTOPUIO, COOTBETCTBYIOIIYIO CAHUTAPHO-TUTUEHUYECKUM TPeOOBaHUSAM K
opraHu3anuu o0pa3oBaTeNbHOTO MpoIlecca.
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JUtss TpoBeNeHUS JICKIMOHHBIX 3aHATHH B OHJAWH-pEXUME OpraHu3amus IOJKHA
obOecrieynTh  OOydYarOIMMCA  BO3MOXXHOCTh  MOJKIIOYEHUS K  CBOGH  DIIEKTPOHHOU
nH(pOopMaIMOHHO-00pa30BaTENIbHOM cpefie, o0ecneunBaroliell nepeaayy JEKIHOHHOTO KOHTEHTa
MIPOTPaMMBI.

Jns mpoBeneHus JaboOpaTOpHBIX pabOT HCHOIB3YETCS AayAuTOPHs, OCHAIICHHAs
CHeUaTM3UPOBAHHBIM 000pyoBanueM. KaxxjomMy cirymaTeno npeaocTaBiisieTcss pabodee MecTo,
000pyI0BaHHOE TIEPCOHATIBHBIM KOMIIBIOTEPOM CO CIIEIYIONIMMHU XapaKTePUCTUKAMU:

- PexoMeHyeTcst 64-OUTHBIN TIpolieccop ¢ MoauepKkoi TexHomoruid Intel Virtualization
Technology (Intel VT) i AMD Virtualization (AMD-V);

- O0beM onepaTHBHOM amMaATH He MeHee 16 GB;

- CereBoil agantep;

- Monutop, pazpemennem He MeHee 1440x900 wnu m000¥W APYroi, MO3BOJISIFOIIHI
KOM(DOPTHO ISl CITyIIATeNs BBIIOJIHATh Ja00paTOpHbIE pabOThI;

- KimaBuatypa, Mblliib;

- CKopoCTHOE TIOJIKITFoueHHe K ceT MTHTepHerT.

34. MHudopmanuoHHoe odecneyeHue 00y4eHus

OcHoéHble UCMOYHUKU:
— Odunuaneapie yuyeOHbIe MaTepuanbl 1mo kKypcy «Hoseie BosmoxkHoctn UGOS7 mns
ONBITHBIX aIMUHUCTPATOPOBY, 2024 1., 277 c.
Jlononnumenshnvle UCMOYHUKU:
— Odunmnaneneiii caiit UserGate [Dnektponnsiit pecypc] //UserGate, 2024. URL:
https://usergate.com / (mata oopamenwus 06.11.2024).
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